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JINR Network infrastructure consists of three main parts:

1) JINR Local Area Network (Backbone),

2) MICC (Multifunctional Information and Computing
Complex) Network,

3) external channels - JINR Telecommunication Channels.

The EOS distributed file system,
the HybriLIT heterogeneous platform,
the Govorun supercomputer,

WEB services,
Tier-2, Tier-1,
Cloud computing networks

are connected to the ACI factory.
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Provide interaction between 160 disk servers, 25 blade servers, 100 infrastructure servers, and a tape robot.
The first module contains 80 disk storage servers (with 160 10G-ports in bonding mode), 15 blade servers
(30 of 10G-ports in bonding mode), 60 servers infrastructure (with 40 10G-ports and 40 1G-ports in bonding mode).

The data center network segment provides 230 10G-ports and 40 1G-ports.



Coloring data

It can be implemented with the help of -
variable length subnet masks
/ Deep Packet Inspection (DPI)

additional fields in the transmitted
frame “quality of service” (QoS)

One of the newest ways is the method of mirroring visualizing
the network at the application level (OSI model level 7)



Construction of modern networks for intercepting
and distributing traffic in order to increase the K EYSIG HT
efficiency of monitoring systems, security systems TECHNOLOGIES

and data control

Load testing is an effective tool for the
implementation, operation and development
of networks and services

Testing the effectiveness of information
security systems under load

Functional testing and analysis of
information security tools, testing the
security and performance of these systems

IXIQ | Aeysign

Cybersecurity services
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START Nov 13 2020 18:00 =

END Nov 14 2020 17:55 @

DURATION 23 hours 55 minutes

TRAFFIC VOLUME 123939 GB

18:00




VOLUME, PROTOCOL, FLOW

CONTROL CENTER

= Live Profile jinr_traffic_profile_part1

Traffic View :
Start Time Max Throughput
Thu o 00:00:00 GMT+0300 (Moscow Standard Time) 28852 .4 Mbps
End Time Max Sessions per second
Fri Oct 30 2020 00:00:00 GMT+ 0300 (Moscow Standard Time) 419
Duration Max concurrent sessions
1 day, 0 hour, 0 min 25166

——— e e m——ES ——— e S ——— == S = [ —

o T —_— ., —— 1T )
Mu29 0140 Yo 4 ) F ' 068D ) 3 : 14-400) 12 13 140 3500 00 17 18:0 0 244 200 2300 Fn
£l Total Throughout (Mbps)
Associated Supor Flows
Application Name Superflow Name Protocol Flows Bytes % Flows % Sytes
unknown-top BreakingPoint Bandwidth Raw - TCP TcP 16,826,699 00,64 52.27
unknown-udp BreakingPoint Bandwidth Raw - UDP upe 3,661,057 17.54 0.01
smpp EreakingPolnt SMPP Transmi TCce 106,154 0.51 1.51
unknown-ssi unknown-ssl e 51,230 0.25 109
bbciplayer BBC iPlayer TCP 16 0.00 0.
pandora Pandora Sandvine Bandwidth TCP 1,004 0.00 0.
pandora-tis Pandora Tce 527 0.00 0.
pop3 BreakingPoint Bandwidth POP3 Full Session ce 162 .00 0.00
cern.ch cem.ch Tce 212,034 1.02 0.03
doerpe BreakingPoint DCERPC MAP] Session TCcP 558 0.00 0.00
htp BreakingPoint Bandwidth HTTH e 7,675 0.04 0.
oy jineru TP 304 0.00 0.00

Export Save As




. CONTROL CENTER

S  Test Workspace

New Test Components

Layout preparation

MANAGERS

LiveAppSim_1

[=
<=4 Component Name:
LiveAppSim_1

E|[ M Description:

== Component Tags

ext_default
i1_default
i2_default
i3_default
i4_default
i5_default
i6_default
i7_default
i8_default
i9_default
i10_default
i11_default
i12_default
i13_default
i14_default
i15_default
i16_default
i17_default
i18_default
i19_default
i20_default

Live AppSim Information

[¥] Include in Report

State:

Active

Client Tags

x 11_defa

Server Tags

x 12_default

Current Live Profile

Parameters

-

¥ [0 App Configuration

Remove all DNS actions:
Skip ‘Unclassified TCP/UDP’ superflow:
Skip 'Unclassified SSL' superflow:

Replace Streams at Runtime:

¥ [ Data Rate

Data Rate Automatic:

¥ [ IPv4 Configuration ©

¥ 1 IPv6 Configuration ©

Jt Hop Limit:

TTL: °

TOS/DSCP: *

#

M\ BreakingPoint Default

7l

Limit Agar

w
~

64

0:00 Live Profile
A IE G ( Load ATemplate |

Return to Test Workspace




Interface status

‘ CONTROL CENTER MANAGERS

O  Chassis Device Status

159.93.228.4

Ixia 20 Ixia Ixia
Slot 10 Slot 11 Slot 12

Active Group:




NTROL CENTER

New Test

Application Simulator

v Live AppSim
Client Simulation
Session Sender
Routing Robot
Advanced Routing Robol
Bit Biaster
Security
Malware
Recreate

Stack Scrambler

Device Under Test

Test Status Export Import

MANAGERS

Test criteria, test components

Current

Current

Current

Current

Original

Original

Onginal

Original

Original

Percent Change

100

Percent Change

100

Percent Change

Percent Change

100

Percent Change

100

Save As




Tests browser

. CONTROL CENTER MAMNAGERS

5 Test Browser Browse Tests

Select Test
<Enter Seal Clear m
Test Type: | All M
Advanced [~
Displaying 25 of 438 | Get more results
Name Test Type Interfaces = Created By Last Run By Pass/Fail Bandwidth (Mbps) Created Last Changed
OVM_RESTART_CS5_DC 1 0 NA NA z
OVM_RESTART_CS5_VDS 1 o NA NA
All MultiVariant Strikes - Random 100 7l 0 NA NA
All Multivariant Strikes - Subset 1,2,4-6,10 2 o NA NA
Andariel-2017 Campaign Scenario - 1 2 0 NA NA
Andariel-2019 Infection Procedure - 1 7 1] NA NA
Andariel-2019 Infection Procedure - 2 7 0 NA NA
AppSim 2 400 NA NA
AppSimQuicktest 2 400 NA NA
APT-29 July 2020 SoreFang Campaign 2 1] NA NA
AZORult Neutrino September 2018 Campaign i 0 NA NA
Bandwidth HTTP over SCTP 2 2000 NA NA
BitBlaster 2 10000 NA NA
BitBlaster_1000 2 1000 NA NA
BitBlasterComplete 2 0 NA NA
BlackEnergy Botnet Command and Control Co... 2 10 NA NA
Blog Post 2010-08-20 HTTP DDoS Flood 2 2000 NA NA
Blog Post 2010-08-20 HTTP DDoS Flood with A... 2 4000 NA NA
BreakingPoint 100K UE SGW-PGW Confirmed Ki... 2 2000 NA NA
BreakingPoint Angler EK % 20000 NA NA
BreakingPoint AppSim IPv4 SNAT 2 2000 NA NA
BreakingPoint Asymmetric Test 2 o NA NA
BreakingPoint Conditional DNS 2 30000 NA NA
BreakingPoint DDoS ICMP Echo Reply Flood 2 500 NA NA 1

Import




'Xla I AKeysight Application & » DEFAULT admin

Business Threat Intelligence (Full Access)
RESOURCE GROUPS +
TRAFFIC (LAST HOUR) A= =] APP DISTRIBUTION (LAST HOUR) LS =] TOP THREATS (LAST HOUR)
DEFAULT | 1| e
Bits/s Sessions/s = \ exploit
¥ RESOURCES
T hijacked
— — i e — malware
phishing
: botnet 0 = Spain 12.858 68.8 GB 1%
hs ™ Germany 5 58.4GB %
F R I 1 Beigium 5 51.5GB 1%
United Kingdom 4 17.3GB
1 4 5.7GB
8:30am 8:45am 9:00am . 41GB
» WORLD (LAST HOUR) S =] LATEST DYNAMIC APPS (LAST HOUR) S =] TOP DEVICES BY OS (LAST HOUR) S =] o
T B Sel 3 s Share
cernch 133GB ARG JINR-AS JINR/HEPNET, RU (AS 59171 6990.9GB 91%
opensciencegrid.org 181.9 MB FNAL-AS - Fermi National Acc. 1,603 289.2GB 4%
nikhef.nl 5.1 MB CERN, CH (AS Number: 513) 13459 4GB 3%
cmsrucio 17.1 MB REDIRIS RedIRIS Autonomous 848 67.6 GB 14
jinr.ru KIT-GRIDKA, DE (AS Number: 17 53.5GB 1%
jinr-tliru BELNET, BE (AS Number: 2611) 378 51.2GB 1%
ac.uk JANET Jisc Services Limited, G 2533 17.1GB
159.93.229.151 U-CHICAGO-AS - Un y of 232 5.7GB 0%
osgconnect.net KREONET2-AS-KR KISTI, KR (A. 36 3.7GB 0%
159.93.229.132 o KFKI-AS IP networks of KFKI, H M2 3268 0%

TOP BROWSERS (LAST DAY) |{f=] TOP FILTERS (LAST HOUR) fif=

App from DC =
Unkno Unmatched traffic 0 43MB 0%

Firefox

13
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