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Reduction of network traffic to point images for the
analysis of its behavioral structure
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In Cisco Guard XT technology under the protection against DDoS attacks, along with filtering and active
verification, uses anomaly detection. In this case, all traffic that is not stopped by the filtering and active
verification modules is monitored, and this traffic is matched against the basic behavior recorded for a certain
period of time.

In this paper, we propose an approach based on the reduction of numerous parameters of network traffic into
point images that form the corresponding time trajectories in 3D and 2D spaces. Initial parameters of the net-
work traffic are obtained from the information generated by the NetFlow protocol (Cisco). In the future, the
resulting trajectories can be easily used both at the learning stage and at the stage of anomalies recognizing
of network traffic, since it becomes possible both for visual and automatic marking of 3D and 2D spaces to
normal and abnormal areas.

Examples of visualization of network traffic are presented, which simplify the analysis of its behavioral struc-
ture.

Keywords: network traffic, DDoS-attack, parameters, reduction, point images, learning, recognition, behav-
ioral structure.

Penyxkrius cereBoro Tpadmka B ToueuHsle 00pasbl A aHAIN3A €T0 T0BEeJEHUECKOI CTPYKTYPhI
Boxos [1.10., Kpacuos A.E., Huxonsckmit [I.H., Permn [1.C.

AnHOTaU.

B rexnonoruu Cisco Guard XT npu sarmure ot DDoS arak Hapsany ¢ gpuuibTpaliyei 1 akTUBHOI BepuduKarein
JCIIONIB3YETCS PACTIO3HABAHIE aHOMANIT. [Ipu 9TOM BBITIOJIHAETCS MOHUTOPUHT BCero TpadyKa, KOTOPBIN
He ObLI OCTAHOBJIEH MOAYJIAMY QIUIBTPALIMI Y AKTUBHOI BepupUKALIAN, U 9TOT TPadUK COMOCTABILETCS C
6a30BbIM II0Be[leHIEM, 3adIIKCUPOBAHHBIM B TEUEHME OTPeJeJIEeHHOTO IIepIoa BpeMeHN.

B Hacrosueit paboTe mpefaraeTcs MOAXOM, OCHOBAHHBIM HA PEIYKLIMM MHOTOUYNUCIEHHBIX I1apaMeTPOB
ceTeBOro TpaduKa B TOUeUHBIE 06pasbl, GPOPMUPYIOLIVE COOTBETCTBYIOIINE BpeMEHHbIE TpaeKTopuu B 3D

n 2D mpocrpaHcTBax. IIpy 9TOM JMCXOIHBIE ITapaMeTphbl CeTeBOro TpaduKa I0NydanT u3 uHpopMaruy,
¢dpopmupyemoii mporoxkosnom NetFlow (Cisco). B manpHeiiiem nosyyaeMble TpaeKTOPMI JIETKO YICIIONb30BATh
Kak Ha CTajuu o0yUYeHNus, TaK U Ha CTa{UI PACIIO3HABAHISI AHOMAIIII CETEBOTO TpayIKa, IIOCKOJIBKY IIOSIBISETCS
BO3MOKHOCTb KaK BU3YaJIbHOJL, TaK I aBTOMATNYeCcKoi pasMeTku 3D u 2D mpocTpaHcTB Ha HOpMasIbHbIE I
aHOMAJIbHBIE 0BJIACTIL.

[IpuBemeHsI IpUMepbl 00pa3HOI BU3YAIM3ALIY CETEBOrO TpadyKa, YIPOLIAOIIVIe AHATIUS €I0 T0BEAEHUECKOIT

CTPYKTYPBL

KiroueBble ciioBa: cereBoil Tpaduk, DDoS-araka, IrapaMeTpsl, pefyKuUMs, ToueuHble 00pasbl, o0yueHe,
pacrnosHaBaHIe, IOBeIeHUecKasd CTPyKTypa.
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