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Computational Infrastructure Requirements

Data Consumers and Data
Sources

- Distributed Computing power and ubiquitous Connectivity > e

« Deterministic communication QoS i 3 ‘K o Data

) “listribution
« Computing & Network Power Awareness Control &

« Virtualization, Scalability, Serverless W Vianagement
 Availability, Reliability and Fault Tolerance "

- Efficiency and Fairness

Data plane v st Mobile
» Security Control & il 45 Edge
Management )

Mobile
Edge

* The scaling range of the network service is huge and in real time, which put high demands

on the algorithm time complexity.
* Only sub-optimal solutions are available using methods based on machine learning
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NPC Functional Architecture

ACL - Layer of applications, applied services and network functions

(representation of AOS, SLA, assessment of necessary resources)

ICL - NPC infrastructure control Layer
(estimation, scheduling and allocation of resources, VPN connection request in accordance with AOS,)

RL - NPC Resource Layer

(monitoring, data collection and representation)

Domain DTN Control Layer

Nomain DTN Control Layer
~~nain DTN Control Layer

Domain DTN Control Layer

SDN Data
Plane

SDN Data
Plane

Overlay
network

Domain DTN 9



NPC intra DTN Layer

“ Security OAM Connectivity QoS Monitoring
to the (policy access, key management control control

neighboring etc)

federate
control
plane

VPN Overlay
Network

to the
neighboring
federate
control
plane
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VPN channel
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Problems Road Map

o Implementation of ACL, ICL, NPC RL, NPC AOL
functionality of Service and Data Distribution User request flows and ApS/Data Flows
Management and Control Plane

Overlay channels/Data Plane

o Optimal data traffic routing control: é
o Selection of optimal overlay channel; %
o Data traffic balancing; § E——
o Optimal allocation of application functions (ApF)/ | al resources
virtual network functions (VNF) across computational b —
nodes (CN) of DP plane: SIS
o ApF execution time estimation for certain CN; [,eﬁ.rcj

o Selection of CN that optimal for execution of
certain ApF/VNF
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Intelligent automatic network transport Optimization
Problem description

System:

ﬁ Conference app + FEC B

Mpls 1
A Financial app +
replication Mpls 2
NPCR
Public |
desktop
app
Flow SLAs:
SD-WAN DTN
User Requirements: A>B
Conference app:
Latency: 30ms, loss: 0.01, jitter: 10ms
Desktop app:
Latency: 80ms, loss: 0.02, jitter: 30ms
Financial app: high available
Latency: 40ms, No loss, no-jitter
Techniques:

(Available Techniques:
FEC:

Redundant pkt to fix packet loss
TCP acceleration:

TCP proxy with new CC algorithm

NPCR l Edge

Links states:

User:
* Input flow SLA requirement
Prototype:
* Monitor:
+ collet network states, links’ KPI.
CPU. memory etc.
 Evaluator:
* if link can fit the flow, if not why?
 Policy generator:
» Generate tech policies to improve
the link
Results:
» Improve network to meet the SLA
requirement

Three links between A and B:
MPLS link 1:

Latency: 30ms, loss: 0.02, jitter: 10ms

MPLS link 2:

Latency: 40ms, loss: 0.005, jitter: 5ms

Internet link:

Latency: 70ms, loss: 0.01, jitter: 30ms

V
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Optimization Problem: Statement

£ — min admissible bandwidth
D — max time delay

J — max jitter

L — max loss

D - packet/engﬂ]

R,, Rr,R - min, average, max RTT
N, - number of sent packets

Each coming flow has SLA A = (B, D, ], L).
Each SD-WAN channel has current channel state :

Sy = (Er: R\r: Er: Ny, lr:ﬁﬂj—r: E;: b_r» h;)

subject to the SLA constraints:

be(Sr, C ) -£>0 The decision vector C = (7, f, ¥, ¢, 0) L, - packet loss rate
minimal admissible bandwidth, ]r']r average, max jitter
KT @) e ref{l,..., R} ‘Ch?nnel number b,, b, - average, max bandwidth
~ G KB(S,,C) akr 20 fE llf _Pl?]gg allgorlt}}:m h, - current total load
' eEr- it t - -
maximal admissible time delay, " AEOTILAM pararheters K —inf. pack. batch size
s o ¢ € C - congestion control algorithm £.=(T, C)
J—& (1+B(k)")j; 20 6 € A - congestion control algorithm T., C,- rent period and price
the maximal admissible jitter, pl_al‘ame'tel‘s oniite of ’ M(C) — FEC batch size
=i N=0 - max. probability of retransmit.

maximal admissible probability for packet loss. mcin (Q(S &, C) = T, ' KAB(S,, 0) p- (1 + l_r))

One packet transmission cost for the loop
e «transmission — one possible retransmission» for channel r 13
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Packet Loss Codes

Suggested codes to use: ( Bundle ]
1-PR

| Check packets |

v

- XOR of all packets

b - wm=1

*  Restores one packet P D D ‘l’
2-PR
° XOR for even and odd packets T
* M=2 N ) ()
* Restores one packet in general and i i p i i i
two packets if they are of different S D
parity ¢ ‘1’
R-code
. Generating matrix of Reed-Muller p 1‘
code G with additional last line -
. M= [log, K| + 2 D b—b
il R D
° Restores two packets N =

Reed-Solomon Code (RS) (O A O O
o aE 00001111
o0 0
ofo]o E T T T T T |
ofof|o|0
e g f@ 1 810 1
" ,Kv_.m' ESEARCH B : Bi:[B. RI‘
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Testbed InOpSys platform

Channel 1
A B
Proxy Channel 2 Proxy Ioerf
Ipert (NPCR) (NPCR)
QUIC agent QUIC agent
Channel 3
Hardware: Channel QoS and SLA generation:

e Processor: 16 CPUs: Intel(R) Xeon(R) CPU RTT: uniform distribution with parameters [10 ms, 100 ms].
E5-2667 v4 @ 3.20GHz e R:uniform distribution with parameters [25 Mbit/s, 50 Mbit/s].

¢ Memory (RAM): 8 banks with DIMM o [ ogs: uniform distribution with parameters [0.00001 %, 5 %].
DDR4 Synchronous 2133 MHz by 8GiB

(64GiB total)
e OS: Ubuntu 18.04.6 LTS

J (jitter): uniform distribution with parameters [0.0 ms, 5 ms].
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bandwidth

Congestion control algorithm adjustment

The decision vector C = (, f,y, ¢, §), where Congestion control algorithm BBR parameters :
r € {1,...,R} —channel number o DBET ceaTiiseh — 3

f € F -FEC algorithm

y € T - FEC algorithm parameters o BEkBeta =0z

¢ € C - congestion control algorithm o BBRProbeRTTCwndGain = 0.5

0 € A — congestion control algorithm parameters
gestl g p e ProbeRTTDuration = 200 ms

Measurements vs LS Modsk Section No.1 Moasurements vs LS Modal: Saction No.2 Moasuroments vs LS, Model: Saction No.d

Bandwidth with BBR parameters

T qeseeIn 04067 401651476 53210011 13113
g
E‘D‘ -.c_' 10
i) S
= s .
-85 2. Yo 082246 03934 40600 2356 853.0M 13177
®© ®© i
o) o) .
g
n
L)
32
- o # o 10086 09574 10108 10047 10043
ors [
o7 i or o7 or 07 L]
CWnd 085 - " 06s CWnd o6 i 065 cwnd o0es o - 065 ﬁ
ain =« beta ain . beta ain e w beta :
g e g i 9 e £ Sender Speed (Kbitfs) L0S53 (%) MinimalSpeed MaximalSpeed RTT ratio

) | compyter
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ML modeling B(S,, C) and C parameters

Find - the bandwidth that can Find , Where

be reached on the SD-WAN channel € A — congestion control algorithm
with the current state Sr and chosen parameters: BBRLossTresh, BBRBeta,
decision vector C — parameters of CC BBRProbeRTTCwndGain,

algorithm ProbeRTTDuration

_1; AT A AR RN L

_ T e

LR ARRLED - -3 - - -
i \ ARCH o . . . . .
(@ﬁﬁﬁﬁ“ - 1)0\\ Dataset size vs model quality = deviation model vs experiment. 47
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ML models Ensemble

o n is changing in [o, 1]
» B is changing in [0, 1 - alpha]
Then, our ensemble have following structure:

MODEL1_PRED *a + MODEL2 _PRED +  + MODEL3 PRED % (1 —a — B)

Changing alpha, beta parameter to see, how models impact in overall result.

Metric: r2_score Metric: negative_error_percent
o o
= -0980 ©
- —6
- 0.975
- —8
—0.970
— —10
m m
5 — 0.96%
< =<
-2
—0.960
- —14
o - 0955 o
-0950 ~—16
5 5
0 1o 0.0 01 s ML B(S,, C) model accuracy ~ 0.988
Beta Beta Alpha =0.85

PaaVlti Beta = 0.1 18
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Channels (BW-1 experiment} SLA
; One-way i
Mean BW Mean |Mean litter Loss (%) BW Dela Jitter Loss (%) Chosen
(Mbitfs) | RTT (ms) (ms) (Mbit/s) [m5:;f (ms) Channel
Mog 100 30 1 .01 80 16 3 0.001 Mol
Mol 120 30 1 0.01
|y ()] T 3l 1 .01
BW-1: Three channels match required SLA, sometimes in excess
Channels {BW-2 experiment] SLA
_ One-way :
Mean BW Mean |Mean litter Loss (%) BW Dela Jitter Loss (%) Chosen
(Mbitfs) | RTT (ms) (ms) (Mbit/s) [msr (ms) Channel
0 2L 20 | Lol 81 16 3 0.001 Mol
MNel 100 30 1 0.01
MNo2 80 30 1 0.01

METIORKS

BW-2: Second channel fits SLA, others are out of SLA because of low bandwidth.

19




p: Channel Loss

p: Channel Loss

Loss evaluation: UDP vs TCP

UDP

FEC 1pr loss

'-20 Worse
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FEC 1pr loss
20
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- 05
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Better FOr UDP flow FEC
improves the Loss near
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For TCP FEC
requires refining.
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Loss improving: TCP

FEC 1pr loss FEC 2pr loss
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Wh%/h

the proposed FEC mechanism does not improve
e loss parameter for TCP better then double?

Congestion control window size is less than FEC batch size (zero
packets) sometimes

o
I

o
w

E2E bandwidth (pmbit/s)
o o
- N

N w £y

LOSS4 (%)

=

o

o

100

100

FEC 2pr loss

150 200
BS: Batch Size

250

300

150 200
BS: Batch Size

250

300

350

350

There is an optimum batch size
that gives the highest
bandwidth and the lowest loss

It is promising to apply machine
learning methods to find the
optimal value

22



SLA compliance with adjusted coefficients

Constraints:
&,B(S,,C) —B >0,

1 (K+M(C))p
4 KB(S;,C)

D-—¢ — &R, =0,

]_C]' (1 + B(hr)+);r = 0,

L—£(S,C) = 0.

Algorithm | BW SLA | Loss SLA | RTT SLA | Jitter SLA

InOpSys

RT Tsimuiation | Bsimuiation
2D B

mean 0,7911 1,3548
0,5471 2,0611

0,6037 1,3217

30% 0,6518 1,2879
40% 0,6977 1,2500
50% 0,8043 1,2119
60% 0,8711 1,1905
70% 0,8983 1,1716
0,9335 1,1253

0,9991 1,081

1,4329 0,7653

| By adjustment the InOpSys platform meet SLA for more
G e, than 90% of the flows

» 4 METWORKS

worse

better



Comparative analysis

UIC |
RTT Q to-
Algorithm Correct Loss ratio | speed End-to Epd Algorithm BW SLA | RTT SLA | Loss SLA | Total SLA
channel ) . speed ratio
ratio ratio
InOpSys 105S
n S

InOpSys oy

(without 1,43 0,89 0,73 Random 65% 46%

FEC

. 35,709 74,709

Random | 13,70% MinRTT ,70% ,70%
Min RTT 0,89 0,62 MinLoss 49,30% 61,60% 35,60%
Min Loss 15% 1,00 0,70 o 0 0

VOOE 14,60% 3,65 0,91 0,62 vQoE 42,20% 76,60% 33,30%

better worse
Q0E Q0E’ Baselineloss Q0E’ BaselineRTT
vokt = vlo + vQo
Loss RTT
© Cisco Systems

InOpSy platform selects the channel with maximal injection speed and relatively small

mean loss ratio.
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Overheads: “free cheese only in a mousetrap”

Channel selection algorithm overhead

Resident Set Size (RSS) — the

[ ApeuED
/1 | RESEARCH
\,+ | GENTER FOR
. | COMPUTER
I NETWORKS

Algorithm channel Execution RSS VMS memory volume available for
) : ; CPU (%)
selection algorithm time (ms) | (Kbyte) | (Kbyte) process in RAM
InOpSys 48,28 530,29
Random e Virtual Memory Size (VMS) is the
MinRTT DL e EEE total volume memory available a
MinLoss Lk S i Process can access
vQOE 0,03 402,78 99,90
QUIC Agent operation overheads
Client Server
VMS (Kbyte) | RSS (Kbyte CPU (% VMS (Kbyte) RSS (Kbyte) | CPU (%
R-Scheme 14776,00 15094,00 8284,00
Reed-Solomon 44,70 43,10
1PR 14776,00 45,00 15094,00 8288,00 42,30
2PR 14776,00 47,80 15094,00 8236,00
No FEC only batch 7668,00
No FEC no batch 7484,00 46,50

e i
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CyuwecTtBYyOWMn nogxon K opraHusaumm LOQ

ObnayHoe
NPOCTPaHCTBO

BupTtyanbHas
MHpacTpyKTypa

BupTtyanbHbin cepuc  BuprtyanbHas CX[

- [lecATKN — COTHU ThicAY CepBepoB

dununansl,

! | RESEARCH
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NMpo6nembl cyuwecTByrOLEro
nogxopaa:

* BbIicokue Tpe6oBaHus Kk QoS
KaHanoB CBA3WN, OIS
obecneyeHns AOCTYRAHOCTH
CepBuCa;

* [lpobnembl KanuTanbHOro
cTpouTenbCcTBa
ueHTpanusoBaHHoro LIO;

* [lpobnema
MacwTabupoBaHuA,
CBsi3aHHasi CO CTPOUTENbCTBOM
HoBbIX LUJO n py4Hou
CUHXPOHU3aunen nx paboTol;

e HeontumanbHoe
MCNoJSib30BaHUA AOCTYMHbIX
pecypcoB, 13-3a OTCYTCTBUS

- Aouephue NpeAnpuUATAA | opTHaMM30BaHHON CUCTEMBI

ynpaBneHus u 26



HoBbin noaxop K opraHunsauvu LO

O6nayHoe NMpeumywecTBa HOBOro nogxoaa

NPOCTPaHCTBO *  CHuXeHue TpeboBaHUM K
TpaHCNopTYy 3a cYeT 6M30CcTH
aK3emnnsipa cepsuca K
KOHEYHOMY NoTpebuTtento;

* CHMXeHwMe 3aTpart Ha
opraHusauuto IO 3a cyet
OTCYTCTBME HEOBXOAMMOCTH
CTPOUTb LIeHTPann3oBaHHbIN
LOL;

« [lpoctoe MmacwtabupoBaHue
3a CYET UCNonb30BaHNS
LeHTpanm3oBaHHOW obnavyHomn
nnaTtgopmbl;

* [loBbllweHMe onepaTMBHOCTU
paboTbl ceTu 3a cyeT
LeHTpanM3oBaHHOW CUCTEMDI
yrnpaBreHnsa un

[ OpKeCTpUpoBaHMs 1 Brnn3ocTu

vedbits B. cepBuCca K KIUEHTY. 27

BupTtyanbHas
MHpacTpyKTypa

BupTtyanbHbin cepBuc BuprtyanbHaa CX[I




[e3arperupoBaHHaa ApXUTEKTypa

oo 100
i —CPU = —CPU
|F = 801 TMemory ~ 80{ —Memory
CFU "_'_"fﬂ-_ g ‘ 2
o 60 o
4 o h - LJMVW
"n.__ 2] 40 m i JJ'N‘H
- 5 3 40k i W
_,@ ~—'_|| 20 _':: *‘Iwil\ uﬂl"m‘ughl, WI' -\fH‘L\
e 3% =
4 4] - - - - - = 0
F—" | 0 5 10 15 20 25 0 2 4 (3 a4 10 12
RAM Time (day) Time (hour)

(a) Google Cluster (b) Alibaba Cluster
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20% - 60% ucnonb3oBaHusa CPU un na 28



9BO/IIOLUA CepPBEePHOI apXUTEKTYpbl
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Conclusion
. Growth of Application requirements are the big challenges for
Computational Infrastructure management and control

. Network Powered by Computing Environment

 Distributed Computing power and ubiquitous Connectivity
e Deterministic communication QoS
e Computing & Network Power Awareness

. InOpSys (Intellectual transport Optimization System) platform
for NPC is presented that allows automatically:

— select the best channel from the available ones by the metrics takes into
account Bandwidth, Delay, Loss, Jitter

— adjust the parameters of selected channel to meet the SLA requirements
National TE Data Sets for ML methods have to be developed

_ML technics enable NPC environment to be predictable, secure,
reliable, efficient, scalable. 30
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