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Introduction
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Software stack

● Rucio as data management system
● GFAL2 compatible storage system: XROOTD, GridFTP, SRM, 

etc.
● PostgreSQL — RDBMS for Rucio database
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Rucio data management system
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Anatoly Aleksandrov 12th Collaboration Meeting of the BM@N Experiment at the NICA Facility 2024

● Server-client application
● Support GFAL2 

interface
● Built-in user 

authorization system 
(X509, OpenID)
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GFAL2 — multi-protocol data management library

GFAL2 API

XROOTD GridFTP

RFIO

SRM

HTTPS

Rucio GFAL2-utils

One interface combining 
data protocol interfaces 
used in the ATLAS project 
and other CERN projects
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Deployment automation

To deploy the Rucio server:
1) Create SSL certificate with Certification 
Authority certificate (Rucio not working without 
SSL)
2) Install and configure PostgreSQL (or another 
RDBMS)
3) Create Rucio database and initialize it, add 
admin username and password
4) Install and configure Rucio Server

If you use my python script:
1) Run my python script.
2) Enter admin username and 
password.
3) Enjoy your Rucio server!
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Scripts

server_setup.py

Modules:
-sudoers_check
-install_manager
--docker_setup
--postgresql_setup
-ssl_config
-rucio_server

data_server_setup.py

Modules:
-init
-install
-run

Rucio client 
Docker container

Rucio server 
Docker container

cfggen.py

Modules:
-generator
-configParser

Rucio server installer
Rucio client docker 

interface

Rucio.cfg parser

rucio.py

Modules:
-init
-client

storage server setup

● server_setup.py — rucio server setup script
● storage_setup.py — storage server setup script
● rucio.py — rucio client
● cfggen.py — command line interface for writing 

rucio client «Rucio.cfg» files 
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server_setup.py — rucio server script

Usage mannual:
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Accounts

Accounts:
● File permissions
● Storage limits
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Rucio Storage Elements
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XROOTD protocol

XROOTD config file:

Secure libs:
● LibXrdSec.so
● libXrdSecgsi.so

Start
XROOTD

data-server-
setup.py

Setup 
storage 

unix path
and port

Setup GSI
Setup 

OpenID
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Main Rucio client commands

MD5 or adler32 
functions strongly 

needed on data server

SCOPE:FILENAME
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Main Rucio client commands

Metadata:
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Authorization on data servers
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Rucio 
Client

Rucio Server

Rucio Auth 
Server

Rucio Storage 
Elements — Storage 

Servers

Authorization 
on RSE 
(using 
protocol 
Secure 
System)

Authorization 
on Rucio 
Server (built-in)

PostgreSQL 
database

How to make Rucio authorization system and third-party data protocols 
work together?
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Grid Security Infrastructure

Client

X509 ssl 
certificate

Rucio 
Server

Storage 
server

X509 ssl 
certificate

Posix file 
catalog
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OpendID & Rucio

Client Rucio 
Server

Storage 
server

OpenID
Server

Centralized 
authorization system

XROOTD have ztn 
protocol for work with 
tokens 
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Need more data protocols?
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Adding your own protocols

RSEProtocol

+ __init__(self, protocol_attr, 
rse_settings, logger=logging.log)

+lfns2pfns(self, lfns)

+parse_pfns(self, pfns)

+exists(self, path)

+connect(self)

+close(self):

+get(self, path, dest, 
transfer_timeout=None)

+put(self, source, target, source_dir, 
transfer_timeout=None)

+delete(self, path)

+rename(self, path, new_path)

+get_space_usage(self)

+stat(self, path)

Server and Client 
use this class

Rucio 
Client

Rucio Server

Rucio Auth 
Server

Rucio Storage 
Elements — Storage 

Servers

Upload/
Download

Data and RSE 
information

PostgreSQL 
database
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Github project

● Deployment scripts (in progress): 
https://github.com/proton-group/autorucio

● Rucio: https://github.com/rucio/rucio
● XROOTD:  https://github.com/xrootd/xrootd
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Thanks for your attention!

https://github.com/proton-group/autorucio
https://github.com/rucio/rucio
https://github.com/xrootd/xrootd
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GFAL2-util

Command-Line Interface for work with GFAL2 data storages
● gfal-copy
● gfal-ls
● gfal-mkdir
● gfal-rm
● etc
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TestBench

● Demo 
environment 
based on 2 
ubuntu virtual 
machine and host 
as client

Anatoly Aleksandrov 12th Collaboration Meeting of the BM@N Experiment at the NICA Facility 2024



22

Rucio command-line interface
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{ping,whoami,list-file-replicas,list-dataset-
replicas,add-dataset,add-

container,attach,detach,ls,list-dids,list-dids-
extended,list-parent-dids,list-parent-

datasets,list-scopes,close,reopen,stat,erase,list-
files,list-content,list-content-

history,upload,get,download,get-metadata,set-
metadata,delete-metadata,list-rse-usage,list-

account-usage,list-account-limits,add-
rule,delete-rule,rule-info,list-rules,list-rules-
history,update-rule,move-rule,list-rses,list-
suspicious-replicas,list-rse-attributes,list-

datasets-rse,test-server,touch,add-lifetime-
exception}
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Rucio admin cmd-line interface

Rucio admin 
client allows you 
to configure and 
administer the 
system
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In progress

● Authorization
● Protocols
● Scripting
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