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Motivation

BigPanDA is a monitoring system which provides a comprehensive and
coherent view of the tasks and jobs is executed by the PanDA system, from
high level summaries to detailed drill-down job diagnostics (The BigPanDA
monitoring system architecture, Korchuganova T. et al., Grid 2018)

Highly loaded service for analysis of Big Data in real-time

~35 000 requests to the system per day, including ~25 000 JSON requests

Multicomponent/multi-module distributed service

o 7 nodes + 1 node are working in load-balancer mode
o Web-server (Apache), Load-balancer (Nginx),
Database (Oracle), Distributed cache (Redis)
o External authentication providers (CERN,Google,GitHub)




Classification of BigPanDA system errors

e Internal BigPanDA system errors:
o View errors (e.g. wrong variable type, none values, etc)*
o User errors (e.g. wrong url requests to bigpanda system)
e External systems errors: =
o Database errors (e.g. exceeding the number of simultaneous sessions or
Oracle database not available)*
Extended libraries errors (e.g. social-auth lib)
Cache errors (e.g redis not available)*
Extended components errors/critical problems (e.g. Apache, Nginx performance
issues)
e Superfluous requests (DoS-attack, irresponsible user behavior)

Internal Server Error

* C ri ti I The server encountered an internal error or misconfiguration and was unable to complete your request.
lease cont: server com and inform them of the time the
occu: e error.

Oops, something went wrong!

Developers have been notified. Please try again later.

ix) mod 1 OpenSSL/0.9.8e. / o, pass
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State-of-the-art approaches for monitoring of distributed systems

e Simple Network Management Protocol (SNMP)
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#Software: Microsoft Internet Information Services 8.0

#Fields: date time s-sitename cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Cookie) cs
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State-of-the-art approaches for monitoring of distributed systems

e Development of notification system using third-party libraries
e Using third-party monitoring software

o Based on SNMP protocol (-) to adapt BigPanDA project for SNMP
m  Solarwinds Server and Application Monitor (SAM)
+  great capabilities for visualization, easy to install and set up
- commercial, windows platform
m  Zabbix
+ open-source, integrating Django application metrics into Zabbix
- need to install Agents, complicated customization for specific tasks
m  Nagios
+ open-source, easy to set up
- customization and updates are bit difficult
o Based on analysis of logs (-) online services
m Graylog
+  open-source, rich opportunities for processing logs
m ELK-stack (Logstash, Elasticsearch and Kibana)
+  open-source, rich opportunities for processing logs, existing ATLAS infrastructure
- filters should be developed, need to install Filebeat



ELK - stack

e Logstash is an special open source software for collecting, filtering
and normalizing logs. It is used to collect log events from different log
types using special filtres

e ElasticSearch is a distributed open source software for storing and
searching information. In our case, Logstash writes all log events into
the ElasticSearch repository

e Kibana is an open source data visualization plugin for Elasticsearch.
It is used for visualization of data from Elasticsearch cluster
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Architecture of BigPanDA self-monitoring alarm system
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Processing notification messages stream

e Application logs. Filtered by “Internal Server Error” condition. Catch
the following errors:
o Oracle database related
o Django (framework) related
o Social-auth lib related

e Web-server logs. Log types “port80 access” or
“bigpanda_access_ssl” and size of message “538” bytes

e Filtration efficiency. ~4000 notification candidates generated daily.
Most of them are from broken connections. The system delivers only
tiny part of errors (~10) which require a BigPanDA operator attention

e An error description collected from the different log types and
aggregated into one message



Structure of notification message

© Reply £ Repy A @ Foward | B, i Junk | Close

. xAl

Error from aipanda.  .cern.ch
| noreply@mail.cern.ch [noreply@mail.cern.ch) r
{ Sent: 04 September 2017 07:33 Error descri ptlon

| To:

2017-09-84 ©5:33:27,025 Internal Server Error: /esatlaslogger/ Traceback (most recent call last): File
"/data/wenaus/virtualenv/twrpm/1lib/python2.7/site-packages/django/core/handlers/exception.py”, line 39, in inner response = get_response(request) File
"/data/wenaus/virtualenv/twrpm/1ib/python2.7/site-packages/django/core/handlers/base.py”, line 249, in _legacy_get_response response =
self._get_response(request) File "/data/wenaus/virtualenv/twrpm/lib/python2.7/site-packages/django/core/handlers/base.py”, line 187, in _get_response
response = self.process_exception_by middleware(e, request) File "/data/wenaus/virtualenv/twrpm/lib/python2.7/site-
packages/django/core/handlers/base.py”, line 185, in _get_response response = wrapped_callback(request, *callback_args, **callback_kwargs) File

"/data/wenaus/virtualenv/twrpm/pythonpath/core/../core/views.py"”, line 9438, in esatlasPandalogger cat = pandaDesc[agg[’'key']][@] KeyError:
u'panda.log.Watcher'

More information here:
->https://es-atlas.cern.ch/kibana/app/kibana#/discover?_g=(refreshInterval:(display:0ff,pause:!f,value:@),time: (from: ‘2017-09~

04T705:31:00.000Z" ,mode:absolute,to: '2017-09-04705:35:00.000Z" ) )&_a=(columns: ! (request),index: 'atlas_bigpanda-*',interval:auto,query: (query_string:
(analyze_wildcard:!t,lowercase_expanded_terms:!f,query:'*"')),sort:!( '@timestamp’,desc) )<~

Detailed information
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Structure of notification message

Total entries
<+—— Wwithin 4
minutes

111111

Django log
_ with error

D

030 a1 s 1 0 ) 5.5 G ke v e s oo Lgg - Apache log
e with user

s request

bytes QQ Mm% 879
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Summary

ELK based self-monitoring system for BigPanDA was developed
The system is in production since May 2017 and processes ~1 million log messages daily
Logstash filters for BigPanDA logs processing were developed. Self-monitoring brings
attention to the errors which require human intervention
Error messages are sent to the BigPanDA developers immediately and available via Kibana
dashboards
Monitoring different components of BigPanDA monitoring system

o Apache, Nginx

o Oracle database

o Social-auth library
Leads to better understanding of BigPanDA production behaviour and system
insights. A patch for Nginx load balancer, WSGI garbage collector, DDoS protection
mechanism implemented using obtained insights
Our development can be adapted to other Web-based distributed systems in HEP and
beyond
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Effect of implementation

August 16th 2017, 14:55:21.171 - August 16th 2018, 14:55:21.171 — Auto v
August 16th 2017, 19:13:39.831 - August 16th 2018, 19:13:39.831 —  Auto

500 Internal server error

Time _source




Thank you for your attention!
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Backup slide

e Notification messages with total sessions and total active sessions count
o Based on PandaDB

o Sessions count > 50

Error from aipanda .cern.ch
noreply@mail.cern.ch [noreply@mail.cern.ch]

Sent: 15 May 2018 06:26
To:

2018-05-15 04:26:29,203 Internal Server Error: Attention!!! Total session count: 57 Total active session count: 44

More information here:

->https://es-atlas.cern.ch/kibana/app/kibana#/discover?_g=(refreshInterval: (display:0ff,pause:!f,value:0),time:
(from: '2018-05-15T04:24:00.000Z"' ,mode:absolute,to: '2018-05-15T04:28:00.000Z"'))& a=(columns:!

(request),index: 'atlas_bigpanda-*',interval:auto,query: (query_string:

(analyze _wildcard:!t,lowercase_expanded_terms:!f,query: 'type:%22djangolog%22%200R%20response:%22500%22"')),sort:!
('@timestamp',desc))<-
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Backup slide

e Notification messages with internal server error description. Based on
port80_acces or bigpanda_access_ssl logs

Internal server error from aipanda .cern.ch
noreply@mail.cern.ch [noreply@mail.cern.ch]

Sent: 10 September 2018 02:50
To:

Host: aipandal@8.cern.ch
Log type: bigpanda_access_ssl
Time: 10/Sep/2018:02:40:38 +0200

Message: 188.185.71.30 - - [10/Sep/2018:02:40:38 +0200] "GET /report/?campaign=MCl6c HTTP/1.0" 500 538 "-"

urllib/2.6"

"Python-
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Backup slide

e Notification messages with full description of Social-auth library error. E.g
Session value state error

Error from aipanda .cern.ch
noreply@mail.cern.ch [noreply@mail.cern.ch]

Sent: 08 September 2018 12:12
To:

2018-09-08 10:12:50,028 Internal Server Error: https://login.cern.ch/adfs/ls/?wtrealm=https%3a%2f%2foauth.web.cern
98M1tQZiWET8R3U2QCcpo@cPreVbwcOmimwrvidMpLmUZf4QRF1a90RjPXIPOcuzIP64GYkb WC1JITbWIPTsAvDYq784baZg6etekxbPewdtWBUUCHK]
UwWjRRQ3CsojI31PA&wa=wsigninl.@® EXCEPTION:Session value state missing. SELF OBJECT: ACCESS_TOKEN_METHOD:GET ACCESS_]
'expires')] GET_ALL_EXTRA DATA:False ID KEY:id REDIRECT STATE:False REFRESH_TOKEN_METHOD:POST REFRESH_TOKEN_URL :Nof
SSL_PROTOCOL :None STATE_PARAMETER:True SESSION INFO: Code in data: 6f08b388b3d542l1eb2ef43558ee5ab6f345eclbaf618405]
ugwfuelxlaz29nlggdwmv7gdywwmx5db _SessionBase__session_key: uqwfu@lxlaz29nlggdwmv7q4ywwmx5db _session in the sessig
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