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LinppoBble HaBbIKM U UX }KU3HEHHbIA LUKA

HasbiK (skill) onpeaensaeTca:
- aKTUBHOCTAMM (LLeNneBbIMM AEUCTBUAMM) B KOTOPbIX OH NPUMEHSETCH
- 3HAHMAMMU, HEOOXOANMbBIMW ANA BbINOJIHEHMA LENEeBbIX AENCTBUMN
- KOHTeKcTtom pabouero mecrta (KPM mnam npmsaskom K *.u. PM)
- acnektamu (HePyHKLUMOHANbHbIMK TPEOOBAHUAMM, BO3SMOKHOCTAMM)

HaBbIK ABNsSieTCA CNOXKHOW COCTaBHOMU U AMHAMMUYECKOM CYLLHOCTbIO, cBA3aHHOM ¢ XK.L.
KOHKpeTHoro paboyero mecra

B LUMPOKOM CMbICN1€ 3TOr0 NOHATUA NOA, HABbIKOM MOHMMaeTCs NPOodPeCcCUOHANbHbIN
NOPTPET CNeumnanmcTa Ha KOHKpPeTHOU paboyen Nno3nuUKnu, T.e. ONUCAHME BbIMOJIHAEMON UM
ponu/noaponu

CocTaBHOM HaBbIK MOXET CTPOUTbLCA U3 Bosiee NPOCTbIX HABbIKOB

[ns onncaHmnA poam 4acTu UCNOIb3YyeTCA NOoHATUE NPOodUAA HAaBbIKOB (HEKOTOPOTO
Habopa HaBbIKOB- CTPOUTE/IbHbIX 6/10KOB)

OnuncaHne HaBblKa MOXKHO Pa3buTb Ha ABe YacTu:
- 4aCTb HaBblKa BEPXHEro YPOBHA 3TO abCTPaKTHbIN HaBbIK, 3
- OMNMCaHWE HMXKHEro YPOBHA — KOHKpPEeTM3auma HaBblKa UM ONMCaHMeM KOHTeKcTa paboyero

mecTta (KPM)




PpenmMBOPKU ONUCAHNA HAaBbLIKOB U KOMMNEeTeHUNN

CyuwecTByeT MHOXKecTBO cuctem (bpenmmBOpPKOB) crneumndPurKaumm n KnaccuPpmKaumim HaBbIKOB U
KOMNEeTeHUnmn

B chepe KaapoBoro meHeaXmeHTa Hanbonee N3BECTHbIMU M aBTOPUTETHbIMU dpenmdbopKamm
ABNAIOTCA:
- SFIA (Skills Framework for the Information Age) - ®penmBOpPK HaBbIKOB A1 NHHOPMALMOHHOIO BEKA
- e-CF European e-Competence Framework) - EBponencknin GpemmBopK KOMNeTEHLU NN
- The i Competency Dictionary - iCD cnhoBapb KOMNeTeHUUN, pa3paboTaHHbIN AreHTCTBOM MO

npoasuxkeHuto UT B AnoHuu (the Information Technology Promotion Agency - IPA),)

- MNpodcrangaptbl UKT

AHann3 3TMX GpeEMMBOPKOB NPUBOAUTCHA B KHUTE:

https://doi.org/10.29003/m2575.978-5-317-06336-8 nnu
https://forums.vif2.ru/showthread.php?t=2976&p=11312&viewfull=1



https://doi.org/10.29003/m2575.978-5-317-06336-8
https://forums.vif2.ru/showthread.php?t=2976&p=11312&viewfull=1

PykoBoactBa no orpacneBbiMm CBogam 3HaHUN

* PyKoBogacTBa no otpacnesbim CBogaam 3HaHui (Guidance on industry Bodies of Knowledge (BoKs) ),
KaK NpaBuno, ABAAOTCA 0dULMANbHBIMU NCTOYHUKAMM, KOTOPbIE CO3Aatl0TCA U NOAAEPKUBAOTCA
NPU3HAHHbIMK OTPACNEBbIMU AN NPODECCUMOHANBHBIMU OPraHU3aUaMM

 Ortpacnesoit BoK - npeanncaHHasa COBOKYNHOCTb 3HAHWIM B onpeaeneHHON 06,1acTn, KOTOpyto
4ye/sI0BEK A0/1KeH OCBOUTb, YTOObI ero MOXHO bbl/10 paccmaTpuBaTh UK CEPTUPMULNPOBATL KaK
NPAKTUKYIOLLLErO CNeuuanncTa

* [lpumepbl BoKs:

SWEBOK v4 (Software Engineering BoK, IEEE-Computer Society)

SEBOK (Systems Engineering BoK, IEEE-Systems Council, 2023)

CyBOK (Cyber Security Body of Knowledge 2019)

EITBOK (Enterprise IT BoK, IEEE-Computer Society)

TOGAF (The Open Group Architecture Framework)

DMBOK (Data Management BoK, DAMA International)

PMBOK (Project Management BoK, Project Management Institute)

BRMBOK (Business Relationship Management BoK, Business Relationship Management Institute)
BABOK (Business Analysis BoK, IIBA International Institute of Business

Analysis)
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CC2020

‘Llenb npoekta CC2020 - npegoctaBuTb rnodanbHOe PyKOBOACTBO B
pa3BuBaroLLenca cpeae komnototTnHra (UT), Brninsatoulee Ha nporpammbl bakanaspuara B
obnactn T Bo Bcem Mupe

‘BugeHue: co3gatb BOCTPeOOBAHHbLIN U HAOEXHbIN HAOOP PYKOBOAALLNX NPUHLUMOB
AN Ucrnonb3oBaHua (OyayLwmmm) cTyaeHTamMmm, NPOMbILLIEHHOCTbLIO, NPaBUTENLCTBAMM U
obpa3oBaTernbHbIMK yYpeXJeHNAMU BO BCEM MUpPE, YTOObI MOMOYb UM NOMYYNTb
npegcraeneHne 06 oXXnaaHusix BbIMYCKHUKOB KOMMNbIOTEPHBLIX NporpamMmm bakanaBpuarta

Ha cneaywllee gecaAtTuneTue
Muccusa npoekta CC2020 - cosgatb BCEMUPHO MPU3HaHHbIM DPEUMBOPK ONA
onpeneneHns U cpaBHEHUSA nporpamMmm bakanaspuarta B 00nacTn KOMMbOTUHIA
(computing unn AT)




I'maBubie mojioxenust CC2020
* YTOYHEHME NoHATUA kKoMnbloTUHra (VT B akagemundeckon cpeae)
» OnpeneneHne coBpeMeHHOU apXUTEKTYPbl KOMMbIOTUHIA
*Onpegernexne oxngaemMbix HanpasneHUn pasBuUTUS KYppuKynyMHOM cTaHgapTusauum

« OnpegenexHne rmaBHOM NMHUK B pa3paboTke KyppuKynymoB Ha KOMNTEHTHOCHO-
6a3upoBaHHbIN Noaxon («OCHOBHOE BHUMAaHME OOMKHO YAENATbCA TOMY, YTO CTYAEHTbI
OOIMKHbI YMETb BbIMOMHATL, 8 HE TOMY, YEMY JOIMKHbI YY4UTb NpenogaBaTenny)

° Onpe,u,eneHme NMNOHATUA KOMMNETEHUNN N €TI0 KOMIMOHEHT

* MeTtoabl cneundukaummn obpasoBaTenbHOro KOHTeHTa (BoK) Ha ocHoBe
KOMMTEHTHOCHO-0a3npoBaHHoro noaxoaa («KomneteHTHOCTL bonee adPEKTUBHO
OMUCbIBAET OXXMOaHUA pesyrbrarar)

« MeToabl Bu3yanmsaunn KomnoHeHT BoK v np.




CC2020 CoBpemeHHbIn cocTtaB KyppukynymoB (Timeline of Curricular Guidelines)

CC2020

Paradigms for
Global
Computing
Education

IS cs SE CE IT CSEC New
2010 2013 2014 2016 2017 2017 202x Areas

Information Computer Software Computer Information Cyber- Data
Systems Science Engineering Engineering Technology security Soience
Curricular Curricular Curricular Curricular Curricular Curricular

Future
Disciplines
Curricular Curricular

Volume Volume Volume Volume Volume Volume Volume Volumes

® Information Systems 2020 (1S2020)

e Computer Science Curricula 2023 (CS2023)

e Software Engineering Curricula 2014 (SE2014)

e Computer Engineering Curricula 2016 (CE2016)

¢ Information Technology Curricula 2017 (1T2017)

e Cybersecurity Curricula 2017 (CSEC2017)

¢ Data Science Computing Competenies 2021 (DSCC2021),
e Other emerging disciplines



ObGnactu 3apay BbINYCKHUKOB MO HanpaBrneHUsM nNoaroToBKU

Computing

. Digital Transformation " \
Domain Activity % and Intelligence
Enabled by Computing IS

W /" .

Computing
Technology

Computing
Foundations




Kpusuc UT-obpaszoraHusa. Kputnyeckme texHonorun ansa 4M1P
(koHBepreHTHble KOrHUTUBHO-UH(OpMaLUNOHHbIe TexHonornm — KKUT)

HHuTepHeT Belien

[IpomsbinneHusii MHTEpHET

bospimune ganaeie U aHaiuu3 b/l

BIM

[{rndppoBble NBOMHUKN

YMHBIE TOpOIa

5G/6G

OOna4yHble, TYMaHHbBIC U TPAHUYHBIC BEIYHUCIICHUS
M cKyCCTBEHHBIN MHTEIUIEKT U MAIIMHHOE O0y4YeHHE
['eneparuBubin A

biiokuenH

PoGOTBI-APOHEI

ABTOMAaTU3UPOBAHHBIE TTIPOU3BOJICTBA

CynepKkoMIIbIOTEPHBIE TEXHOJIOTHH



Kputnyeckmne texHonorun gns 411P
Kubepdusmaeckue cucremsl (CPS)

IMMepCUBHBIC TEXHOJIOTHH (aHIV. IMMErsiVe — morpy»KeHHne ), BKIIOYAIOIINE JOTOJHCHHYIO PeaIbHOCTh
(augmented reality — AR), BupryansHyto peansHocTh (Virtual reality - VR) u cmemanayo peaabHOCTD
(mixed reality — MR), VR-AR- MR

TexXHOJIOTMM METABCEIECHHOU

OHTOJIOTHH U YIIPaBJICHUE 3HAHUSIMU

KubepOe3onacHOCTh 0€30IMaCHOCTD (CHCTEMbI CUCTEM)
['eonndopmaruka (Muaremnexkryansubie ' MCh)

YMHBIE MaTepUabl

YMHBIU TPAHCIIOPT

[{udpoBast MeauIIHA

NLP (Natural Language Processing - O6paboTka eCTSCTBEHHOTO S3bIKA)

KoHI1emniysi HaBbIKOB 1 YMHO€ 00pa30BaHUE
3D-4D ...



Kpusunc UT-obpasoBaHua
Kpusnc UT-obpasoBaHuUs:

OrpaHu4YeHHOCTb HanpaBneHnu noarotoBkm B UT-obpazoBaHun m
MenJieHHble TeMMNbl paclUMPEeHUs CneKkTpa NoAroToBKU NpoTuUB

NOoTPeOHOCTN B OOY4YEeHUN OecATKaM KOMMMEeKCHbIX TeEXHOSOrumn
oAHOBpPEMEHHO!!
Kakne BO3MOXHbI
CnNocoObl pa3peLleHuUs
Kpusuca B UT-obpazoBaHnn?

1) Pa3paboTka HOBbIX KYPpPUKYSTyMOB

2) MpodmnupoBaHue paspaboTaHHbLIX KYPPUKYITyMOB
3) Pa3paboTka Kpoc-aucuunrvH

4) TMporpammbl: Computing + X nunn X + Computing ...




Oxunpaaemble HOBbIe Kyppukynymsbl (Emerging Curricula)
B nepBy0 AECATKY NPOrHO3UpyemMbIX HOBbIX HanpaBJieHUN BXOOAT:
(a) rnyobokoe oby4yeHue (DL) n mawumHHoe oby4vyeHune (ML)
(b) umcppoBbIe BankOTbI
(c) 6nokyenH
(d) npombiwneHHbIN UHTEpHET Bellen
(e) poboTOTEXHMKA
(f) aBTOMaTu3MpoBaHHaa TpaHcnopTUpoBKa (assisted transportation)

(g) MHTennekTyanbHas / AONOSfIHEHHAsA peanbHOCTb U BUpPTYyalnbHas peanbHOCTb
(AR / VR)

(n) aTnkKa, 3aKOHbl U MOSINTUKN B OTHOLLEHUU KOH(pnAeHUNaNbHOCTMU,
©e30nacHOCTU U OTBETCTBEHHOCTH

() rpacdpnveckme yckoputenu n 3D
(j) kKnobepobesonacHocTb u Al




HoBble Kyppukynymbl (Emerging Curricula)

* OCHOBHYIO 4YaCTb KYPPUKYNYMOB COCTaBMAET onucaHme obpasoBaTesibHOro KOHTEHTA,
(T.e. TOro, Yemy y4unTb), Ha3biBAaeEMOro CBOAOM 1in oo6emom 3HaHum (Body of
Knowledge - BoK) n obpasosartenbHo sigpa (core)

* TpaonunoHHO obpasoBaTesibHbIN KOHTEHT MNPeacTaBnancya B BUOE NepapxXmuveckon
CTPYKTYpPbIl, BKIIOYAIOLWEN TaKNe 3NIEMEHTLI 3HAaHMWU, KakK, NpeaMeTHble obnacTtu (areas),
Moaynun 3HaHun (units), Tembl/nogremsl (themes/subthemes)

« Takon noaxon K onpeneneHunto cogepxaHmna obyyeHnsa HasblBaeTcs 3HaHUe-
opueHTnpoBaHHbIM (knowledge-based learning - KBL)

* B noaoxone KBL yoenaeTtcsa OomkKHOe BHUMaHUE OnpeaeneHunto pesyrstatoB 00y4yeHus
(outcomes), KOTOpble CBA3bIBAOTCH C COOTBETCTBYOLLMMU UM MOAYINAMU 3HAHUW. [1pu
9TOM UCMONb3YyeTCca annapart AMaakTU4yecknx napameTpoB anga anddepeHunpoBaHuns
pe3ynsTaTtoB 0Bby4YeHUsa 1 npuaaHns UM nparMaTu4eckoro cMbicna.



Apxutektypa BOK (Body of Knowledge) B noaxone KBL

OUTCOMES

OUTCOMES 1

‘ OUTCOMES \
L SUBTOPIC W L SUBTOPIC W L SUBTOPIC W L SUBTOPIC W




HoBble Kyppukynymbl (Emerging Curricula)

*HaunHaga ¢ 2016 r. B KyppuKyrnymax HOBOro rnoKOSIEHUA CTano XapaKTePHbIM
NPMMEHEHNE KOMMETEeHTHOCTHOro noaxoAa, rnpu KOToOpoM CBOAbl 3HAHUN He
onpenensaTca B ABHOW popmMme, a 3aJalTcAa onocpeaoBaHHO Yepes CTPYKTYPUPOBAHHbLIE
Habopbl TpebOBaHUM K 3HAHUSIM U YMEHUSM B (DOPME KOMMNETEHLIMN B KQ4ECTBE
pe3ynsraTtoB 0by4YeHus

*Takon nogxon MMeEHYETCS KOMMNETEeHTHOCTHO-0a3npoBaHHbIM (Competency-based
learning - CBL)

Onucanne UT-komneTeHUunn cMellaeT akLueHT B KYPPUKynymMax ¢ onncaHmusa 3HaHMn Ha
nparMaTuky JOCTUMXKEHUA KOHEYHOro pesynbsrarta odydyeHud, 1.e. onMcaHue Toro, 4Yto
BbINYCKHUKN MOIVT AenaTtb B NpakTU4eCKMX cutyaumax, 3aMmeHaeT onmcaHune coaepkaHums
obvyyeHus

B nogxone CBL 6onee akueHTUPpOBaHHO U ABHO ONpeaensitoTcs Lenn obyyeHne, Takke
ynpoulaetcs onpegeneHue camoro BOK, Tak kak He TpebyeTcsa ero getanmsaums go
YPOBHS1 TeM/NoATEM (Takyto paboTy NpUAETCS BbINOMHATL By3aM, YTOOLI
CKOHCTpYyupoBaTb y4ebHbIE KYPChbl, pa3BmBatoLLne Tpebyemble HaBbIKU/KOMNETEHLINN)

* [looxon CBL npuHumaetca B CC2020 3a ocHoBY




KomMneTeHTHOCTHO-OpueHTUpoBaHHOe UT-obpa3oBaHue

(Competency-based Computing Education)

B CC2020 xomneTeHUnA cocTaBnasia OCHOBY ANA BbipaXXeHUA KaK uenun ooyyeHus
B UT-oO6pa3oBaHnK, Tak U CMOCOOHOCTU BbINONMHATL 3a4a4yn Ha paboyem mecTe

B obpa3oBaHun ycneliHas roToBHOCTb K Kapbepe TpebyeT, YToObl CTyAEeHThI pasBmMBanm
PS4 Ka4eCcTB, OPraHM30BaHHbIX MO TPEM NapameTpaM:

J 3HaHuA

J HaBbIKN "

U cknoHHocTH (disposition)

NOSTOMY KOMMNETEHLINSI ONUCLIBAETCS Kak:

KomnemeHnmHocmb = 3HaHus1 + Haebiku + ducno3uyusi... 8 KOHMeKcme 3adavyu

[Ona noaoxona CBL obpa3soBaTteribHbI KOHTEHT ONPEAENSETCA B BUAE UEPAPXUYECKON
CTPYKTYpbl 0b6r1acten KOMNETEHLUMN NN HaBbIKOB



Moaenb komneteHunn CC2020 (Competency Model)

ypOBHVI KOrHUTMBHOCTM NO

Knowledge Task Er—
S rode Remembering -
3anomMmuHaHue
*goal Understanding - MoHumanue
*objectives Applying - MpumeHeHune

Analyzing - AHanus
Evaluating - OueHKa
Synthesis - CuHTes

~constraints

Dispositions

Competency

1. 3HaHUA - 3TO acNeKT KOMMNETEHTHOCTU KaK paKTUYEeCKOro NOHMMaHMA TOro, YTO 3HAET YeNoBEeK

2. HaBblKu - 130T BO3MOXHOCTb MPMMEHSATb 3HaHUA A1 aKTUBHOTO BbINOJHEHMS 3a4a4M.

3. Ancno3nuum - NnpeacTasnsatoT coboil couManbHO-3MOLUOHANbHbIE CKIOHHOCTU, MPUCTPACTUA U OTHOLIEHUSA
(Hanpumep, HaJEKHOCTb)

4. 3apava - onpeaenaeT ymesnioe npuMeHeHne 3HaHMM U KOHKPEeTU3NpyeT AUCNo3nLmnm



Mopaenb komneteHuun CC2020 (Competency Model)

Competency Title: B

Competency Statement
Analyze and compare several networking topologies in terms of robustness, expandability, and
throughput uscd within a cloud cnterprisc.

Knowledge Element Skill Level
[Table #] [Table 4.3]
Computer Networks [4.1] Analyzing
Platform Technologies [4.1] Analyzing
Analytical and Critical Thinking [4.2] Applying
Mathematics and Statistics [4.2] Applying
Quality Assurance [4.2] Applying
Disposition(s)

[Table 4.4

Self-directed Purpose-driven Responsible




YpPOBHM KOTHUTUBHOCTU, OCHOBAHHbIE Ha TaKCOHOMUK Bayma
Levels of Cognitive Skills Based on Bloom’s Taxonomy

1. 3anomnHaHue (Remembering)

[1eMOHCTPMpPOBaTb 3aNOMMUHAHMNE PaHee U3YYEHHbIX MaTePMNANOB, BCMOMMHAA GaKTbl, TEPMUHDbI,
OCHOBHbI€ KOHLENUWUN U OTBETbI

2. NoHnmaHue (Understanding)

[leMmoHCTpMpoBaTb NOHMMaHUeE GaKTOB U NN, CUCTEMATU3NPYS, CPAaBHUBAA, NEPEBOAA, UHTEPNPETUPYA
1 AaBan onucaHus.

3. MpumeHeHue (Applying)

PewaTb npobaembl B HOBbIX CUTYaUMAX, MPUMEHSAA NONYYEHHble 3HaHUA, GaKTbl, MeToabl U NpaBuaa No-
Apyromy

4. AHanu3 (Analyzing)

N3y4yaTb 1 pa3bmnsaTtb MHGOPMALMIO HA YACTU, BbIABAAA MOTUBbI UM NPUYUHDI; AeNaA BbIBOAbI M HaxoaA
10Ka3aTeNbCTBa B NOAAEPHKKY peLIeHU

5. OueHka (Evaluating)

BbiCKa3blBaHWE U 3aLLMTa MHEHUA, OLEeHMBas MHPopMaL Mo, 060CHOBAHHOCTb MAEN MU KaYecTBO
maTepuana

6. CozpaHue (Creating)

Cobupatb MHOOPMALUIO BMECTE NO-APYroMmy, KOMOMHNPYA SIN1eMeHTbI B HOBOM LWabnoHe nnm npeanaras
ANBTEDHATURHBIE DhellleHINAa



Buabl aucnosuumnm (Table 4.4. Prospective Elements of Dispositions)

d ||

Adaptable Flexible:-agile,-adjust-in-response-

to-change-q
Professional: -Professionalism.-discretion.-
ethical,-astute¥]

1

Collaborative: - Team-player,-willing -to-work-

with-others

Purpose-driven:-Goal-driven,-achieve-goals,-

business-acumeny

T

Inventive: -Exploratory.-Look-beyond-simple-

solutionsq
Responsible:-Use-judgment,-discretion,-act-
appropriately

1

Meticulous:-Attentive-to-detail;-
thoroughness,-accurate-Responsive:-
Respectful; react-quickly-and-positivelyy

T

Passionate:-Conviction, -strong-commitment, -

compellingq

Self-directed:-Self-motivated,-determination.-

independenty]
Proactive:-With-initiative,-self-starter.-
independenta

AanTHBHBIN I HOKUIT; TI0ABHIKHBIIL, -
IIPHCIOCAa0IHBAIOIIHIICA ‘K- H3MEHEeHHIM -
ITpodeccuonan: TIpodeccruoHamIn3M,-
OCMOTPHUTEIBHOCTH, - 3THYHOCTh, -
IIPOHUIIATEeILHOCTHY

CotpyasnuecTBO: -KOMaHIHBIH ‘UT'POK, -
TOTOBBIH -padOTaATh -C-APYTHMH-
IeneyCcTpeMI€EHHOCTD:
IleneycTpeMI€HHOCTS, OCTIKEeHHEe 1eNIell, -
JIejioBasi-xBarTka¥y

H3o0peraTenbckuii: - IlccieoBaTeIbCKHIL. -
He-orpaHH4HBaiTeCh TIPOCTHIMH -PEIIEHUSIMI. -
OTBeTCTBEHHBIN: PACCYIHUTENBHOCTS,
OCMOTPHUTEIBHOCTE, - JeHCTBYHTE
HaUIexanmum -oopa3zom.y

JIoTOIMHBIN: -BHUMATEJIbHBII K- IeTallAM; -
TINATEeIbHOCTh, ‘aKKYpPaTHOCTh OT3BIBUHUBHIIL: -
VBaKHUTEeIbHBII; pearupoBaTh ‘OBICTPO ‘U-
MMO3HTHBHOY

CIpacTHBIH: Y 0K ICHHOCTE, TBePAAL:
DPUBEPKEHHOCTER, HEOTPAZHUMOCTERY
CaMoCTOATe/IbHBIN: -CAMOMOTHBHPOBAHHEII], -
peIIUTeIbHBII, - He3aBUCUMBIIY
IIpoaKTHBHBIN: - MHUIIHATHBHBII, -

CaMOCTOSTEJIbHBII, -He3aBHCHMBIH. 2




Kyppukynymbi 202X

1) 1S2020. A Competency Model for Undergraduate Programs in Information
Systems. The Joint ACM/AIS 1S2020 Task Force

2) DSCC2021. Computing Competencies for Undergraduate Data Science
Curricula. ACM Data Science Task Force January 2021 Andrea Danyluk

3) CS2023. Computer Science Curricula 2023. ACM/IEEE-CS/AAAI Computer
Science Curricula

4) Kyppukynym gna amcumniamHol «KnbepbesonacHoctb», 2022
(KyppuKkynym amcumnnmubl «k KnbepbesonacHocTb»: HayyHoe nsaaxue / B. A.
CyxomnuH, C. B. lebeab, O. C. benakosa, A. C. KnumunHa, M. C. lNonsHcKasa. —
MockBa: ®oHpa «Jlura uHTepHeT-meauna», 2022. —402 c. —

DOI: https://doi.org/10.25559/f6676-8117-2920-j
https://www.elibrary.ru/item.asp?id=48019765

https://forums.vif2.ru/showthread.php?t=2986&p=11402&viewfull=1 ISBN 978-5-
521-16377-9)



https://doi.org/10.25559/f6676-8117-2920-j
https://www.elibrary.ru/item.asp?id=48019765
https://forums.vif2.ru/showthread.php?t=2986&p=11402&viewfull=1

Kyppukynym 1S2020

B 1S2020 BcA cuctema KOMNETEHLUIA MMEET NepPapXUYECKYIo CTPYKTYpY. Ha BepxHeEM ypOBHE nepapxmu onpeaenieHbl WecTb chep
(realms) KomneTeHuW, BKAOYaAOLWMX B cebs aeBATHaALATb obnacTel (areas) KomneTeHUNIM, AeCATb U3 KOTOPbIX OnpeaeneHsbl
Kak o6s3aTenbHble, a AeBATb - Kak paKyNbTaTUBHbIE.

[ecatb 06A3aTenbHbIX 06/1acTEN KOMNETEHLUMIM onpeaensatoT A4po (core) KyppuKynyma — obs3aTeIbHO peanmsyemyto 4acTb
y4yebHOoM nporpammbl NOAroTOBKM BakanaBpa MHPOPMaLMOHHbIX cuctem. CoctaB obnacten komneteHumn 1S2020, nx pazbueHue
Ha ob6sa3aTenbHble N paKyIbTaTUBHbIE U CPaBHEHME ¢ obnacTamum 3HaHUM 1S2010 npeactasneHo B Tab. 7.

I Foundations

Foundations of Information Systems I

TS S A e e o s s T S B S S e 4]
| Data I Technology 1l Development -: |~ organizational
| Domain
Data / Information IT Infrastructure I I Systems Analysis & | | Ethics, use and
Management (incl. (incl. Networking, Design implications for
Database) Cloud) I I society
Application
Data / Business Analytics Secure Computing I I Development / I I IS Management &

| |
| |
| |
| |
I Emerging Technologies I Programming I | Strategy |
| |
| |
| |
' :

| I
| I
| I
| I
| (incl. Data Mining, AL BI) |
| I
| I
| I
| I

I

Data/Information (e.g. 10T, blockchain, etc.) I | Object-Oriented Paradigm |
Visualization Digital I 1
I | Web programming I I A RMTIORER
| | Business Process
I Mobile programming | I Management
|_ l_ I I User Interface Design I I

Integration
| Competency Realm

IS Project Management Required Competency Area
I IS Practicum | Optional Competency Area



1S2020. Cchepbl 1 o6nacTn KomneTeHUUN

Information-Systemsc

| IS:competencyq| Requiredq| Elective
realmy competency-areasg competency-areasg
Foundations© | Foundations-of* o

IS -Practicumc

Data-and- Data/-Info.- Data/-Business-Analytics: |
Information- Management-c (incl.-Data-Mining,-Al,-BI)Y
Managementd Data‘/-Info-Visualizationc
Technology-and-| IT Infrastructureq Emerging-technologies: |
Securityd Secure-computingc (e.g.,’IOT,-blockchain)=
Development© | Systems-analysis-&- Object-oriented paradigm¥ |
designq Web-development]
Application- Mobile-development
Development & - User-interface-designc
Programmingt
Organizational: | Ethics,-use-and- o ]
Domain& implications-for-society"
IS'‘management-and-
strategyy|
Digital Innovation¥
Business-Process-
Managementc
Integration® IS-Project-Management9| &




Level ]

Level 2

s o o 2}

1S2020. MeTopn, pa3padboTKm y4eOHbIX NporpamMmm

Has ! Program ! Mapsto
N N
Program N Mapsto N | Competengy
Learning Outcome | 1 mealm
1 1
Maps to Has
1 t N
N apsto N | Competency Has
Course [ . Ares T l
1 1 N
Has Competency
statement
""" Ny !t
Course |\ Maps to I I
Learning |+ 2 Competency
Outcome 3
Defined by
M|
Knowledee, Skilland
Disposition




Kyppukynym [S2020

OcHoBHoOe coaepxaHue 1S2020 coctaBnsaeT onncaHue cnctemol KomneteHunn BOK, KoTopasa cocTouT n3
NBYX YPOBHA KOMMNETEHLUN: KOMMNETEHLMIA BbICOKOro YPOBHA (KomneTeHumnn chep) n KomneteHuum
obnacrei

[lepBble BKAOYAOT KOMMNETEHLMU TPEX KNACCOB:

- HENOCpPeACTBEHHbIX CBA3aHHbIe C IS (KpaTKoe onmncaHue Ha3HavyeHuA Bcex 19 obnacten KomneTeHuuin)
- UHAUBUAYabHble 6a30Bble KOMNETeHUMN (Hanpumep, CNOCOOHOCTb K COTPYAHMYECTBY, OT3bIBYMBOCTD,
CaMOCTOATENbHOCTb, STUYECKUIMN aHANN3, KPUTUYECKOE MbILLJIEHNE, MEKKY/IbTYPHAA KOMNETEeHLUS,
NNOEPCTBO, MaTEMATUYECKME U CTaTUCTUYECKME KOMMNETEHLMN, MEPEroBopbl, YCTHAA peyb 1 np.),

- KOMMNeTeHLUMN B NpegMeTHOMN 06nacTn (3HaHMA U HaBbIKK, CBA3aHHbIE C KOHKPETHbIMU KOHTEKCTaMM
ncnonb3osaHusa UT, Hanpumep, bBUsHec-cneumnanbHOCTU (ByXranTepckmii yyeT n GuHaHChI),
NPaBUTE/IbCTBO, 3PpaBOOXPAHEHUE, FOPUCTbI U AP. OPraHU3aLun

KomneteHuuu obnacren npeacraBneHbl B ABYX NPUNOKEHUNAX

B npunoXxeHnmn 2. B CTPYKTYPUPOBAHHOM MO chpepam KOMNETEHUUN TabaMyHOM maTepuane npeacrtaBieH
COCTaB KOMMNETEHLMIN NO KaxKaon u3 obnactem KomneteHumnm

Bcero onpeaeneHo 116 o6a3atenbHbIX KOMNETEHLUUN U 62 PaKyNbTaTUBHDIX.

B npunoxeHnn 3 No Kaxkaom oba1actm KOMNETEHLU MM AaHO PAa3BEPHYTOE ONMMUCAaHNE KaXKaA0oM KOMMETEHU NN
no ¢popmyne K-S-D Kak npegnmcaHo 8 CC2020



~Qorozxaom-

TECH 3ECU 1

1IS2020. OnucaHue KomneTeHUnun

Explain the purpose of eryptography and how it can be used in
data communications

Responable
Purpose-driven

Selfdirected
; IF-gdi
El TECH.SEC Oescnbe the concepts of authentication | authonzation, access Se -d"ec.:ed
= - £ ntrol, data integrity 2nd how it helps ta enhiance data s=cun Bespansule
<, AL gty seri b ¥ |Purpose-driven
u ! : Self-gdirected
r | TECH.sECU 3 Explain the s_ecunty require ments that are important dunng Responsble
s softwa re design A
& Frofessional
: . e L Selfdirected
o | TECH.sECU 4 Analyzg the cgncepm of id entmcatlon_, authentication, an_d access Responsible
autharization in the context of protecting people and devices >
a Prafessional
m Selfdirected
p | TECHSECU S |Analyze the importance of social media pnvacy and s=curity Responsble
u- Frofessional
t Purpose-driven
i | TECHSECU B Hlustrate howe qbergttacks vaork, haw to avoid them and haowto Fcsntive
n counterzct their malicious Consequences Self.directed
o : : Frofessional
TECHSECU 7 :Jefcnbfe n;kfrnan ::ge ment Zchr;q:es tp ;dentlfy anddprlormze nslk Self-directed
zctors forinform@tion assets and how risk IS 3ssess2 Responsble
Professional
3 p Responable
EMER Caompetency area: Emerging Technalagies (e.g. 10T, blockc hain, etc.) (Optional)
Selfdirected
E | TECH.EMER.1 Reseanch and identify 3 selection of cument and emerging PSrpolse-deriven
i technalogies ot
£ Selfdirected
' | TECHEMER.2 |Evaluate technologies based an a range af busness requirements |Purpose-driven
g Inventive
; Selfidirected
T | TECHEMER 3 |Make recommendatians about the usa ge of technalogies Furpose-driven
g Inventive
T Self-directed
TECHEMERA [Investigate technologies through a theoretcal lens Purpose-driven
Z Inventive
x Selfdirected
h TECHEMER 5 Evaluate.technologlesfrom an ethical and sastainability Purpose-driven
L e Inventive
a
| Selfdirected
o TECHEMER.G |ldentfythe impact of technolagiss an sacisty and business Furpose-driven
g Inventive
i Selfdirected
e | TECHEMER.Y |Practically design and apply technalagies to @ business problem Purpose-driven
s Inventive

Selfdirected




Kyppukyanym DSCC2021

B ocHoBe noctpoenust kyppukyiayma CCDSC nexut TpaaullMOHHbIN 3HAHMe-OPUEHTHPOBAHHbIN MOIXO0/
IUISL JUISE HUCXOMSIIErO MPOCKTHPOBAHUS CBOAA 3HAHWKM M HAIIPaBJIICHHBIA HAa OIIMCAHUE 00JIacTel 3HAHUI
(KAS) B cOCTaBIISIONINX UX ITOAIOMCHOB.

CocraB KAsS, onpenenennbix B DSCC, BkIrO4aeT:

1. Analysis and Presentation (AP) - Ananu3 u npe3eHTalus

2. Artificial Intelligence (Al) - McKkyCCTBEHHBIN MHTEIIIICKT

3. Big Data Systems (BDS) - CucteMbI OOJBIINX JaHHBIX

4. Computing and Computer Fundamentals (CCF) - BeruncnurenbHas TEXHIKA H OCHOBBI paOOTHI C
KOMITBIOTEPOM

5. Data Acquisition, Management, and Governance (DG) - Coop gaHHBIX, yOpaBiICHUE U PyKOBOICTBO
JaHHBIMU

6. Data Mining (DM) - Data Mining

7. Data Privacy, Security, Integrity, and Analysis for Security (DP) - KonduaeHInaasHOCTb,
0€3011acHOCTb, IIEJIOCTHOCTh U aHAJIU3 JAaHHBIX JUIs oOecrnedeHus 0€30MacHOCTH

8. Machine Learning (ML) - MammuaHOE 00y4cHUE

9. Professionalism (PR) — IIpodeccronanu3m

10. Programming, Data Structures, and Algorithms (PDA) - IIporpammupoBanue, CTPYKTYpPBI JaHHBIX U
AITOPUTMBI

11. Software Development and Maintenance (SDM) - Pazpa6otka u conpoBokacuue 110



The Body of Knowledge

Knowledge Areas for Data Science

The complete definition of the Data Science Body of Knowledge (computing oriented) appear,

in Appendix A of this volume.

OnucaHne npegmeTHOM obnacTu

Analysis and Presentation
o Foundational considerations
Visualizadon
User-centerad desizn
Interaction design
Interface desizn and development

Artificial Intelligence
o Genenal

o Knowladze representation and reasoning - logic
based

o KEnowladze representation and reasoning —
probability basad

o Plannmg and search strategies

Big Data Systems
e Problems of scale
Big data computing architecturss
Paralle] computing Sameworks
Distmbuted data storags
Paralle] programming
Techniques for Big Data applications
Cloud computing
Complexity theory
Software support for Big Data applications

Computing and Computer Fundamentals
e Basic computer architecture

Storage systems fundamentals

Operating system basics

File systems

Networks

The web and web programming

Compilers and interpreters

Data Acquisition, Management, and Governance
o Data acquisition

Information extraction

Workmgz with various types of data

Data integration

Data reduction and compression

Data transformation

Data cleaning

Data pnvacy and secunity

Data Mining

Proximiry measursment
Dam preparation
Information extraction
Cluster analysis
Classification and regression
Parctern mining

Outlier detection

Time senas data

Mining web data

Infonmation retrieval

Data Privacy, Security, Integrity, and Analysis for
Security
e Damn prvacy

Data secunty

Data integnity

Analysis for security

Machine learning

Gensnal

Supervised leaming
Unsupervised leaming
Mixed methods

Deep leaming

Professionalism

Continuing professional development
Communication

Teamwork

Economic considerations

Privacy and confidentiality

Ethical considerations

Legal considerations

Intzllacrual property

On automation

Programming, data structures and algorithms
Alzonithmic thinking and problem solving
Programmmeg

Data structures

Alzorithms

Basic complexity analysis

Numerical computng

Software development and maintenance
e Soffware desizn and development
o Software testns

Scope Competencies

e Importance of effectively presenting e Recognize the main strands of
data. models, and inferences to knowledge underpinning approaches to
clients in oral. written. and graphical Analysis and Presentation
formats. e Summarize the skills and techniques

e Visualization techniques for (including tools) that can be employed
exploring data and making in addressing each of the challenges of
inferences. as well as for presenting Analysis and Presentation to create
information to clients. efficient and effective interfaces

e Effective visualizations for different e Apply a critical demeanor but also
types of data. including time-varying confidence and creativity regarding all
data. spatial data. multivariate data, aspects of the human computer interface
high-dimensional multivariate data. e Execute the selection of tools
tree- or graph-structured data. appropriate for the size of the data/Big
discrete / continuous data, and text. Data to be rendered

e Knowing the audience: the client or
audience for a data science project 1s
not. in general. another data scientist.

e Human-Computer Interface

considerations for clients of data
science products.

Sub-

domains

AP-Foundational considerations — T1
AP-Visualization — T1

AP-User-centered design — T2
AP-Interaction design — T2

AP-Interface design and development — E

Figure 3-2

The (Computing) Data Science

Knowledge Areas (with sub-domains)




3a TabanyHom popmown npeacraBneHuna KA
cneayeT nocsiegoBaTeNbHOE ONMUCaHUE
noa-gpomeHos KA B cneaytowem popmare:

® /imAa nog-nomeHa

e KpaTKkun ab3au, c onucaHnem nog-aomMeHa
e Cnuncok Tem/noarem 3aHaHUM

® CrnCOoK HaBbIKOB

® HeobA3aTenbHbIN CMNCOK ANCNO3UNLIUIN

® HeobA3aTenbHbIN pa3aen onpeaeneHun
KOHTEKCTa

MCI'IOI'Ib3Y€TCFI NMOHATUE HABblKA

DSCC2021

IIpiMep-OmIcaHIe TIo-ToMeHaf|

AP-OcHoBono1ararwmue-acnekTb—T14

IIpencraBieHHe TaHHBIX B TIOAXOAAIIeH GopMe -IBIeTCS -CII0KHOH, -HO BayKHOH -3a1a4e. - /{19 -CIIelIHATHCTOB TIO-
JAaHHBIM -3TO TIPHHITHITHATHHO TI03B0/I9eT-HM-0TOOpaKaTh-JaHHbIe ‘B-(opMe, KOTopas TIpHBJIeKaTeIbHa LI
TI0;Tb30BaTe et/ -ay TMTOPHH H-TIeTKO-H-JODKHBIM -00pa30M TIOHATHA,“HO TaKskKe TIOTeHIIHATbHO - HMeeT-O0IbIIyI0-
LIeHHOCTb 15 -TIpe10CTaBIeHHI-HH)OpMAIIHH H-XapaKTepHCTHK, ‘BKIF049asq-0a30BYI0-CTPYKTYpY. TIpHHIHIHATHHO-
3TO-BIHAET Ha YA0OCTBO-HCIOIb30BAHHA. I

3HaHneq

© KOoHTeKCThI- 11 -00paleHHs K - HHTepdeHcy UeJoBeK-KOMIIbIOTe: -BH3Y ATH3alH A JaHHBIX, ‘Be0-CTPaHHIL, -
MY.IbTHMe JHHHBIX MaTepHATOB, yIe0HbIX - MaTepHATIOB, -00IIeH BEIIHCIHTeIbHOMH Cpebl-C-yIeToM-
HAaBHTAlTHOHHBIX CO00PaKeHHH |

o TIpmeHHMBIe -TeOPHH, MOIEIH, TIPHHIIHIIBI, PeKOMEeHJallHH H-CTaHIapThI I TIPOeKTHPOBAHHA H-pealH3alliH-
uHTepdericos.

® PasIHdHble TIOKa3aTeIH -3 QeKTHBHOCTH H TIPHBIeKaTeIbHOCTH HHTepdeiica |

e lcnomb3oBaHHe IBeTa-H-MyIbTHMe IHA, -a-TakKe -3pr OHOMHKA ‘H BeO-CepBHCHIY

o KOrHHTHBHBIE -MOJIEIH, BIHAIOIIHe -Ha B3aHMO/IeHCTBHEY

® -O0BeM, TIpeHMYIIeCcTBa H-HeJOCTaTKH - AONOTHEeHHOH PeaTbHOCTH. |

e Tlozep:KKa TIpOr paMMHOT 0-00eciedeHHS -1 TIOMOIIH ‘B-BOCTIPHITHH -aHATH3a H TIpe3eHTaluH Y|

© -Bonpochl-IOCTYIIHOCTH A1 -PasIHIHBIX TPYIII -TI0/Ib30BaTelel, -BKIF0Uasd TI0b30BaTelIeH - -0COOBIMH-
TIOTPeOHOCTAMH. I

Hasbiku H-yMeHHAY

© -O00CHOBHIBATH TIPHHATHE -OPHEeHTHPOBAHHOT 0-Ha TIOIb30BaTe I TIOAX0/1a K-aHATH3Y ‘H TIpeICTaBIe HHIO TaHHBIX Y|
® KpHTHYeCKH OIIeHHBATh, KaK BHHMaHHe, ‘BOCTIPHATHe, ‘Paclo3HaBaHHe, ‘pedb, -ABHKeHHe BIHII0T Ha YI00CTBO-
HCTIOIb30BaHHA HHTep(elica B-pasIHIHbIX KOHTeKCcTax. Y

® -YKa3bIBaTh, Kak-(popMaTbHbIe JOKYMEeHTHI-(TeOpHH, MOIe/H, PeKOMeHIAIMH H T. 7. ) BIHIIOT-Ha -aHAIH3 H-
TIpeJcTaBIeHHe JTaHHBIX ¢

© -O0BACHATE JKellaeMoe BIHIHHe TI0/Ib30BaTe Ie ¢ pasHbIMH-CIIOCOOHOCTAMH H TPYIII-Pa3HOro-Bo3pacra-
(BKmrO9as-eTeit) Ha HHTephechL. Y

© -OnHCHIBATh, KaK TeHIeHIHO3HOCTh-MOKeT -OBbITh BOCTIPHHATA B-HHTepdeiicax. |

® -OImICHIBATH CIIEKTP TIPOr PAMMHOT 0-00ecIIe e HH, ‘KOTOpoe -MOKHO HCI0Ib30BaTh UL MO Iep/KKH -aHATH3a |-
npeseHTalHH.

- JleMOHCTPHPOBATh-JONOIHHTEIbHBIe TIpEHMVINecTBa H TIpo0IeMbl- HHTepdeiica - JoNoTHe HHOH PeaTbHOCTH. I

Aucnosanun’|
o - CTpacTHOe- H- OTBeICTBeHHOe - IIpH3HaHHe - JKH3HeHHO- BaAKHOH - pOJIH- HHTep(eiica- BO- BceX- acleKTaxX- yI00cTBa-

HCIIOIb30BaHH A




Llenbto pa3pabotkmn Kb-2021 asnanock
co37aHne 3HaHUe-OPUEHTUPOBAHHOMN U
HaBbIKO-OPMEHTUPOBAHHON METOANYECKON
OCHOBbI N0 pa3paboTke

0bpa3oBaTeNbHbIX MPOrPamMmm BbICLLErO YPOBHA
(bakanaBpuara, cneymanuTeTa, Ma-
FMCTPaTypbl) U AONOAHUTENBHOIO
obpa3oBaHuA, NnpeaHa3HAYEHHbIX AN
NOAroToBKM NPOodECCMOHANbHbBIX KaapoB B
CTO/Ib OBLLMPHOM N CNOXKHOM HAY4YHO-
NPUKNaAHOMN

obnacTtu, Kakom aBnAeTca KnbepbeszonacHOCTb
(MHbopMmaumoHHas 6e3onacHoOCTb).

B KHUre aBTopoB « Moaenb uMppoBbIX
HaBbIKOB KMbepbesonacHOCTM» onNncaHa
Mmoaenb UndpoBbIX HaBbIKOB
KnbepbesonacHoctn (MHK). Tekyuwee
PYKOBOACTBO MNOJIHOCTbIO COOTBETCTBYET €€
TpeboBaHUAM

Kb - 2021

Mogenb obnactu B i i e e e -
aesatenbHocTtu no Kb

Mopaenn
obpa3soBaTtenibHOM
OeATeNIbHOCTU No
HanpasneHuto Kb

\& &7
\\ ,,’
\\\ ,I,
. KB Kak o6aacTb ,/ CyxomnuH B.A,,
% 3HaHUI U TEXHONOTUN benakosa O.C.,
\\\ 4 KaumuHa A.C.,
Cyxomaun BA., ™ / MonsaHckaa M.C
Benskosa O.C ™ i s’ .
yet | v K PycaHoB
KnvmuHa A.C., .
AHanus metogonormyeckux ocHos Kb u AA (DpeVIMBopK
MonaHckaa M.C. o
paspabotka &Mogens
Kyppukyaym mopgenu HasbikoB Kb (MHK) iiaBkiien
AUCUUNINHDI !
«KubepbeszonacH | knBepbesonacto
W ctn> - 2020.
OCTb»: Hay4yHoe
usnanue / Paspabotka HayyHoe nsaa-
2021, - 400 c. BOK u kKyppukynyma Kb Hue. 300 c.

Mogenb undpoBbIX HaBbIKOB KnbepbesonacHoctu / B. A. CyxomauH, O. C.
Benakosa, A. C. KhmmuHa, M. C. MonsaHckan, A. A. PycaHos. — DOI 10.25559/e3858-
3795-1033-h. — M.: ®oHpa «Jlura uHTepHeT-megma», 2021. — 294 c.



Yenosevyeckue,
OpraHWIaUHOHHBIE W

HOPMaTHBHbIE
ACNEKTb

PUCKK. OpraHu3aums,
HEnpepbiBHbIM DuaHec

Yenoseyeckui daktop

Mpaso. 3aKoHe

KOHPHABHUMANBHOCTY
W NpaBa OHNAHH

Kyppukynym Kb - 2021

TexHonOrMH
IHOCHETEME

HE

NporpammMHoro
obecnevenun

MeHe g RMEHT

Araxm u 3awmra

BpepoHocHoe 10

ATaKK

¥npasnexue
MHLMAEHTAMM

KpUMHHAAKCTHKE

Markue HasbIkK Crangaprel

Computer Science Marematura




1. YenoBeuecKkue, opraHM3aLMOHHbIE U
HOpMaTuBHbIe acnekTbl (Human,
Organisational, and Regulatory Aspects)

2. Ataku 1 3awumra (Attacks and Defences)

3. be3onacHOCTb cuctem

4. be3onacHOCTb NPOrPamMMHOro
obecneueHusa u nnatpopm (Software and
Platform Security)

5. besonacHOCTb MHPPACTPYKTYpPbI
(Infrastructure Security)

6. beszonacHOCTb TeXHO0rum

[loMeHbl KNbepbe3onacHoOCTH

1.

S Bl

el SN S

A

el S

[EEN

PykoBoACTBO 1 ynpasaeHue puckamu (Risk Management &Governance)

3akoHbl 1 perynnposaHue (Law & Regulation)

Yenoseueckme pakTopbl U MHGOpMaLUMOHHaA 6e3onacHocTb (Human factors and information s
KoHpunaeHumanbHOCTb M npaBa oHAanH (Privacy & Online Rights)

BpeaoHoCHble Nporpammbl 1 aTakytowme TexHonornn (Malware & Attack Technologies)
CocTtaszaTtenbHoe noseaeHune (Adversarial Behaviours)

Onepauun nHpopmaLMOHHOM Be3onacHOCTU 1 ynpaBaeHne nHuuaeHtTamm (Security Operatior
Management)

KpMmuHanuctumka (Forensics)

Kpuntorpadusa (Cryptography)

Be3sonacHOCTb onepauMoHHbIX cuctem n Buptyanusaumnm (Operating Systems &Virtualisation Se
Be3sonacHocTb pacnpeaeneHHbix cuctem (Distributed Systems Security)

AyteHTMdMKaumaA, ABTopusauma u ydetHocTb (Authentication, Authorisation &Accountability)

Be3sonacHocTb nporpammHoro obecnevenus (Secure Software Security)
Be3sonacHocTb B36-nnatdopm (Web platform security)

CeTeBan be3onacHocTb (Network Security)

Be3sonacHocTb annapaTtHoro yposHsA (Hardware Security)

Be3sonacHocTb Knbep-pumsmnyeckax cuctem (Cyber-Physical Systems Security)

Be3sonacHocTb dpMn3MYeCcKoro ypoBHA 1 TeniekommyHuKauum (Physical Layer & Telecommunicatic

. besonacHocTb TexHonorni bonbwunx AaHHbix (Big Data Security)
. besonacHocTb nHTepHeTa Bewel (loT security)



Kyppukynym CS2023

Kyppukynym CS2023 npeacraBsnsieT cobon KOMNIEKCHY0 peBU3NIo Npeabiaywen pegakumm (CS2013)
CS2023 He 3aMeHSIeT MoAenb 3HAaHNMWU MOAENbI0 KOMMNETEHLMW, a, CKOpee, OOMOSHAET MOAESb 3HAHUN
MOAENbI0 KOMMETEHLNI, NOCKOSbKY OHU anbTeEPHATUBHbIE MOAESNMN YYEDHLIX NPporpaMmm, Kaxkgasa u3 KOTopbIX
NMEET CBOU CUNbHbLIE CTOPOHbI

Moaenb 3HaHUWU COCTOUT U3:

e« OQbnacTen 3HaHU, NpeacTaBnAloLLNX cOO0MN pa3po3HEHHbIE MaTepuarsl
«« Kaxxgas obnactb 3HaHu ganee pasbuBaeTcsa Ha MOoayNn 3HaHUN

s [log KaxgbiM MOAYSIEM 3HAHUI NEPEYNUCEHbI CBA3AHHbIE TEMbI

e¢ [111s1 BONbLIMHCTBA TEM YKa3aHbl pe3ynbTaTbl 00y4YeHUs

O6nacTtn 3HaHU: HECKOMbKO obnacTten 3HaHUM BbiNy NepenmMmeHoBaHbl, YTOObI Ny4dlle NogYEPKHYTb UX
dooKyC nnn BKNIOYNTL U3MEHEHUA B obnactun ¢ 2013 roga:

1 Discrete Structures (DS) C Mathematical and Statistical Foundations (MSF)

1 Graphics and Visualization (GV) [0 Graphics and Interactive Techniques (GIT)

] Information Assurance and Security (IAS) [0 Security (SEC)

[ Information Management (IM) [ Data Management (DM)

[ Intelligent Systems (IS) O Artificial Intelligence (Al)

1 Platform Based Development (PBD) [0 Specialized Platform Development (SPD)
1 Programming Languages (PL) [0 Foundations of Programming Languages (FPL)



CS2023: 17 NpeameTHbIX obnacreu

AL - Anroputmbl U CNOXKHOCTb

AR - ApxuTeKkTypa v opraHu3saums

Al - UCKYCCTBEHHbIN NHTENNEKT

DM - YnpasneHune gaHHbIMU

FPL OcHOBbI A3bIKOB NPOrpaMmmmpoBaHUA

GIT - l[paduKa U UHTEpPaAKTUBHDbIE MeToAbI

HCI - Bsaumopeuncrsme yenoBeKka u Komnblotepa
MSF - MatemaTuyeckue u CTaTUCTUYECKMEe OCHOBDI
NC - CeT U KOMMYHUKaALUMN

OC - OnepaynoHHbIe CUCTEMDI

PD - MNapannenbHble n pacnpeaeneHHble
BblUMCNEeHUA

SEC - besonacHoOCTb

SEP - O6wecTBO, 3TUKA U NPOPECCUOHANU3M
SDF - OcHoBbl pa3paboTtku NO

SE - UHXKnHupuHr NO

PBD - lpoeKTupoBaHue cneumannsmpoBaHHbIX
nnatpopm

CE _ ODrunp kil CIACTON

Algorithms and Complexity (AL)

Architecture and Organization (AR)

Artificial Intelligence (Al)

Data Management (DM)

Foundations of Programming Languages (FPL)
Graphics and Interactive Techniques (GIT)
Human-Computer Interaction (HCI)
Mathematical and Statistical Foundations (MSF)
Networking and Communication (NC)
Operating Systems (OS)

Parallel and Distributed Computing (PDC)

Security (SEC)

Society, Ethics and Professionalism (SEP)
Software Development Fundamentals (SDF)
Software Engineering (SE)

Specialized Platform Development (SPD)

Quvctemece Fiindamentale (RE)
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*B 3HaK npusHaHua BcenpoHukatolwen npmpoabl T kaxkaasa obnacts 3HaHUM B BKITIOYAET OMOK 3HaHUN,
Ha3blBaeMblt SEP, B KOTOPOM SIBHO NnepeyncneHsl TeMbl U pesyrisTaTbl 00y4YeHNs1 Ha nepecevyeHnn
obnacTtu 3HaHun n SEP

ypOBHI/I HaBbIKOB YKa3blBalOTCA AOJ14 BCEX OCHOBHbLIX TEM, YTOOBI onpaBaartb OLEHKY YaCOB, CBA3aHHbIX C
TeMaMin

[Ona kaxgon obrnactn 3HaHUW nepeyvncrieHbl Hanbonee akTyarnbHbIE NPOdEeCCUOHarbHbIE ANUCMO3ULUN
[MpnHATa noacorniHe4YHas Mmoaerib OCHOBHbIX TeM. B CS2023 ocHOBHbIE TeMbl 0603Ha4aloTCAa Kak:

e« CS core — TeMbl, KOTOpPbIE AOJKEH 3HATb KaXXAbIN BbIMYCKHUK KOMMNbOTEPHbLIX HAYK

o« Anpo KA — TeMbI, KOTOPbIE OOIMKHbI ObITb BKNOYEHbLI B NI060K 0XBaT 06r1acTtn 3HaHUM

Cs2023
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«O06nacTK 3HaHM cocTaBAT obnacTb KOMMNETEHLWIA NPOrpamMMBbl, TakMe Kak:

s [lporpammHoOe obecnevyeHune, cocrosllee n3 obnacren s3HaHMn « OCHoBbI pa3paboTkn NPorpamMmMHOro
obecneyveHunay (SDF), «Anropnutmel 1 cnoXHocTb» (AL), «A3bikn nporpammupoBaHuns» (PL) n
«Pas3paboTka nporpammHoro obecneveHmnsa» (SE)

e« CUCTEMbI, OXBaTbIBAOLLIME HEKOTOPbIE N3 CrneaylLmx obnacten 3HaHMN: OCHOBLI cucTteMm (SF),
apxutekTypa u opraHndaums (AR), onepaunoHHble cuctembl (OC), napanneneHble U pacrnpeneneHHble
BbldncrneHnsa (PDC), cetn u kommyHukauum (NC), 6esonacHocTb (SEC). n ynpasneHue gaHHbiMu (DM)

s [IpUNoOXeHUs, COCTOALLNE N3 HEKOTOPLIX N3 creayLmx obnacten 3HaHUn: rpadpuyeckme u
NHTepaKTUBHbIe MeToabl (GIT), UCKyCCTBEHHbIN MHTenNeKT (Al), paspaboTka crneyuanmanpoBaHHbIX
nnardopm (SPD), B3anmoaencteme yenoseka ¢ komnbototepom (HCI), 6esonacHocTb (SEC) n ynpasrneHue
OaHHbIMK (DM))

«« TeOpeTn4yeckmne oCHOBblI MH(DOPMATUKN, MPUMEHUMBIE K TEOPETUHECKOMY M3YYEHUIO BCEX obnacTen
3HaHW, HanpMmep, Npu NOArOTOBKE K acnMpaHType

‘Moaenb KoMNeTeHUUun:

*Crnncok Hanbonee peneBaHTHbIX NPodyeCCUOHanbHbIX ANCNO3ULMA, ONpPeaerieHHbIX ONa Kaxaon obnactu
3HaHUN

Mogernb KoMneTeHUMn oTNINYaeTca OoT Moaenn 3HaHUM TeM, YTO B HEM OCHOBHOE BHMMaHWe yaoendercs
3afiadam, B KOTOPbIX BbIMYCKHUK KOMMbIOTEPHbLIX HAYK UCMOSIb3YET BCE TPU KOMMOHEHTA KOMMETEHL N



Kyppukynym CS2023. YpoBHM KOMNeTeHUNMA

Revised Bloom’s

Skill level with applicable verbs

Taxonomy

Remember Explain: define, describe, discuss, enumerate, express, identify,
indicate, list, name, select, state, summarize, tabulate, translate

Understand

Apply Apply: backup, calculate, compute, configure, debug, deploy,
experiment, install, iterate, interpret, manipulate, map, measure, patch,
predict, provision, randomize, recover, restore, schedule, solve, test,
trace, train, virtualize

Analyze Evaluate: analyze, compare, classify, contrast, distinguish, categorize,
differentiate, discriminate, order, prioritize, criticize, support, decide,
recommend, assess, choose, defend, predict, rank

Evaluate

Create Develop: combine, compile, compose, construct, create, design,

develop, generalize, integrate, modify, organize, plan, produce,
rearrange, rewrite, refactor, write




Kyppukynym CS2023 (uutaTtbl)

*«B TO Bpems kak Mmoaernb 3HaHU HAYNHAETCHA C MHTPEANEHTOB N paboTaeT Hag AOCTMKEHMNEM
pe3ynbraTtoB 00y4YeHusi, Moaenb KOMMETEHLNI HAYMHAETCA C 3a4a4 Ha paboyemM MecTe, OXXnaaembix OT
BbIMYCKHMKOB, N OBWXETCS Hasag K MHrpeaueHTam, HeobxoanmbiM ANs BbINOMHEHUS 3a4ad

B CS2023 npegnoxxeHa mogernb KOMMNETEHUUN, KOTOpas HaYMHAETCA CO CNUCKa ayTEHTUYHbIX 3a4ad.
UToObI onpeaennTb 3agaym, Mbl Ha4anu ¢ obnacren KOMNETEHUWN, OnNpeaerieHHbIX paHee Anst OCHOBHbIX
Tem KA: nporpammHoe obecrne4yeHne, CACTEMbI U MPUNOXEeHUNA

B kaxgoi obnactu KOMNETEHTHOCTU Mbl ONpPeaenunn eguHULbI KOMNETEHLMN, Takue Kak
npoekTUpoBaHue, pa3paboTka, oueHKa, TeXHu4Yeckoe obcnyXnBaHue, npueMka, ynyJlueHue v
Teopusa. [Ansa kaxxaon eanHNLbl KOMAETEHLIMN Mbl MEPEYUCTIIN OOHY UIM HECKONbKO 3a4ay 1 3asiBrieHue
O KOMMeTeHL MU AN BbINONHEHUS 3aga4n.

*HakoHeL, nepeduncnsaTca ob6nactv 3HaHUM, eANHULIbI 3HAHWUIA U YPOBHM HaBbIKOB, HEOOXOOMMbIE ATIS
BbIMONHEHMSA 3TUX 3aA4a4, TeEM caMbiM 0O beANHMB MOdeNb 3HaHU 1 Moaenb komneteHuun (1)

*YPOBHU HaBbLIKOB, ONpeaeneHHbIe paHee, ABMAAITCS NocpeaHnKaMmn Mexay Moaensio 3HaHum (obnacTtu
3HaHMN, BNOKN 3HAHUW N TEMbI) N MOAESNbI0O KOMNETEHUMX (0BacTn KOMNEeTEHUNIN, BITIOKM KOMNETEHLNWN U
3aga4mn), Kak nokasaHo Ha PUCYHKe

*Mbl nepevncngem npodeccnoHanbHble ANCNO3nLMK Ansa obrnacten 3HaHUN, a He 3asiBNEHUsI O
komneTeHuun. Mbl otgensem 3agadvy oT 3adBfieHUsa 0 KOMMNEeTEHLUUN

*BMecTo ncyepnbiBatoLLLEro NepevyncneHms Bcex TeM, HeobXoaMMbIX AN BbINOMHEHUS KaXaom 3a0a4u, Mbl
CKYMNo nepeymncrnsem obnacTti 3HaHuUn 1 BNoKK 3HaHUI, YXKe UMEIOLLIMECH B MOAENU 3HAaHUIN, TEM CaMbIM
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*MbI nepeyncnaem npodeccmoHarnbHble
aucno3vumm anga obnacrten 3HaHuu, a He
3adBreHnda 0 KOMMneTeHuunm

*Mbl oToensdem 3agadvy oT 3adaBleHUsA O
KOMMeTeHunn

*BmecTo ncyepnbiBaroLlero nepevyncrneHngd
BCEeX TeM, HeobxoanmMbIX ANS BbINONMHEHUS
Ka)KOgou 3agadun, Mbl CKyNno nepevyncnsgem
obriacTn 3HaHMK KU BNOKK 3HaAHUN, YXKe
nMMewLimecd B Moaenum 3HaHun, TeM camMbiM
Hepa3pbIBHO CBA3bIBad ABE MOOENN BMECTE
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Revised Bloom’s

Skill level with applicable verbs

Taxonomy

Remember Explain: define, describe, discuss, enumerate, express, identify,
indicate, list, name, select, state, summarize, tabulate, translate

Understand

Apply Apply: backup, calculate, compute, configure, debug, deploy,
experiment, install, iterate, interpret, manipulate, map, measure, patch,
predict, provision, randomize, recover, restore, schedule, solve, test,
trace, train, virtualize

Analyze Evaluate: analyze, compare, classify, contrast, distinguish, categorize,
differentiate, discriminate, order, prioritize, criticize, support, decide,
recommend, assess, choose, defend, predict, rank

Evaluate

Create Develop: combine, compile, compose, construct, create, design,

develop, generalize, integrate, modify, organize, plan, produce,
rearrange, rewrite, refactor, write







CBounctea Kyppukynymon 2020
[TpodomnnupoBaHue u KyppukyrnymHas ctaHgaptmsaums NT-obpasoBaHus
KoHuenuusa sapa

KOMNETEHTHOCTHbLIN NoAXoA NP 3TOM KOMIMNETEHTHOCTb ONnpeaeridercqd Kak
NPUMEHEHNE 3HAHNIN, HABbLIKOB U I'IDOC_beCCI/IOHaJ'IbeIX CKITOHHOCTEN B KOHTEKCTE

3aJayu
OnuncaHne HaBbIKOB C MOMOLLIbIO YPOBHEN TakcoHOMUM Briyma

3HauyunTenlbHOE BHUMMaHNe coumanbHO-IIMYHOCTHLIM acnekTam (Anucrnosnuum, MArkum
HaBblKaM)

CuctemaTtunsauyms n knaccudunkaumsa obnacten aHaHum gnst onucaHus
KOMMETEHTHOCTEN

SEP - ObulecTtBo, 3TUKa U npodeccrnoHannsam - B 3HaK NpU3HaHNS BCENPOHUKAIOLLEN
npupoabl kKomnbtoTuHra (UT) kKaxkgaa gpyraa obnacTtb 3HaHMW B Y4EOHbIX NilaHax
OOMKHA BKNoYaTb 610K 3HaHUN, Ha3biBaeMbIt SEP, B KOTOPOM SIBHO NEPEYMNCIIEHDI
TEMbI N pe3ynbTaTbl 00y4YeHUsa Ha nepeceyeHnn obrnactm aHaHum n SEP




Nyt npeoponeHuna kpusnca UT-obpasoBaHusa

Bawu npeanoxeHusa no
npeoposneHuto Kpusmnca B UT-obpaszoBaHnu!
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