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Introduction

Scientific groups collaborate on various types of documents

Articles
Abstracts
Presentations
Reports, etc

Common challenges of collaborative work

Organizing safe and structured documents storage ;

Tracking changes of documents
Restricting access to documents
Sharing of documents

Many scientific projects generate a significant amount of documents (meta-information + files)
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Background and Motivation

Document Database

° Scientiﬁc Communities use Various Software tools for document Storage [ DocDB Home ] [ Administer ] [ New ] [ Search ][ Last 20 Days ] [ List Authors ] [ List Topics ] [ List Events ] [ Help ]
and collaboration Administer Dosp

Instructions

Create or change documents or other information
Your Account

— DOCDB ‘ Search ‘fur‘ ‘lAdvanced)

Preferences
X H k Apply_to Groups Neutrino-doc-# S v E

- WIKI = .

Limit Groups documents modified in the last days

— CERN Document Server, etc. DocDB Statistics Calendar of events or foday's events

. About DocDB List:
*  Several independent instances of the DocDB system are deployed at oAuwbors  ©Alldocuments
JINR 0 Topies

O Groups

- BM@N XWIKI
— Baikal-GVD

— Shared instance for Neutrino projects at JINR 4.5 Articles g | e

>2. BM@N Runs

M Registration B BM@N Logbook & BM@N Foum @ BM@N Database

Menu 5 nts ] [ Help ]
# +/ Doc v / 4. Documents » / 4.5 Atticles ~ Tutorials

*2. Create Page (with
ast modified by Alexander Chebotov on 2023/08/01 07:52
>3.SRC @ BM@N . v docs)

— Accelerator Division No.1 of the VBLHEP accelerator complex

A TBRMER " Q Attachments

*  Experience with these systems has shown veur | nutrs e ot it Recently
.2 Project
» 43 BM@N CDR 2020 | A Galavanov, M. 1oPez Large area BM@N GEM detectors (PDF) el
Ca Ko 12. BERDS Meetin;
e e e
H . *4.5 Articles Kulish, V. Lenivenko, B T
—  Not fully met requirements: o s
: : Maksymchuk, G. 10042024
®4.7 Theses Pokatashkin, I. 10. BERDS Meeting
. 8¢ " 03/04/2024
b F un Ct Iona I z : z ;‘:::SS el il 09. BERDS Mezting
e 2020 | 3.A Galavanov, M. | IOPe Status of the GEMICSC tracking system of the 270312024
. . ays > 5. Reports Kapishin, V. Karjavine, BM@N experiment (PDF)
» Security and reliability v Recently Visited
SRR Kuzmin, V. Lenivenko, 4. Documents
. > 8. Computing A. Makankin, A. - BM@)
—  System support and improvement are complex Vel 5. 1o
Divactin \/ Dlotoi
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Project Overview

* The goal of the project is to provide a centralized, multi-community documentation storage service
for collaborative activities

— Implement the Core Features of the DocDB system

— Enhance the access rights system to support groups and projects with flexible access
control

* Specific requests from collaborations:
— Per-document editors (BM@N)
— Document discussion system (BM@N, SPD)
— Custom meta-data fields in documents (BM@N)
— Built-in event calendar (Baikal-GVD, Neutrino projects at JINR)
— Notification system (All groups)
— Document review process (BM@N)
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SciDocsCloud Software Platform

* Development of a more secure, reliable and feature-rich software platform
— Utilizing modern software development tools
— Leveraging our experience with DocDB system
— Supporting LocalFS and S3-compatible Cloud storage backends for document files
— Supporting Single-Sign-On (SSO) authentication
— Free and open-source software
* Document Management Service (DocMS) for JINR research groups is based on this platform

Django Web App Backend

~

_ Frontend D -

ev-e

1
17.12.24 L S3 cloud storage

Queries ————

}

PostgresSQL

Request

e [

framework

— u
Response C pgthon django
- £ 4

N

Web server

Database

L 4

& s50 authentication backends
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Organizational Structure

Hierarchical organization B o-oen -
groups / subgroups — projects — documents e
The idea comes from GitLab Py

— Using GitLab terminology i

— Project = GitLab project e
Project contains Q@ Setings

Document storage
Collaboration tools
Meta-data management tools

Document as an abstract entity

17.12.24

Form with meta-data fields
Collection of files
Version control

1} A > MUT

SN NILIT
(‘WMLT,/ Group ID: 12

( + NEW SUBGROUF‘) + NEW PROJECT

IMeshcheryakov Laboratory of Information Technologies (MLIT)

b4

Subgroups and projects

LS Cloud Team @0 B2 23
': =] {*j JINR Cloud

8 B SciDocsCloud
=) . MICC

Editors
Comments
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Organizational Structure

* Hierarchical organization
groups / subgroups — projects — documents

* The idea comes from GitLab D Yourwork / Groups
— Using GitLab terminology  groups explors groups
— Project = GitLab project

* Project contains [ searcn by name Last rested
_ Document Storage % S SciDocCloud (& Developer %0 (D2 82
— Collaboration tools % N Neutrino Computing Platform (3 o 3
— Meta-data management tools .. | s cocon 20 Q4 f58

* Document as an abstract entity . . .6 o o o e
— Form with meta-data fields - P R
— Collection of files
— Version control - & M @ B 1) = e
— Editors
— Comments
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Organizational Structure

» Hierarchical organization
groups / subgroups — projects — documents

o The |dea Comes from GltLab 8 - EN ~ D A > NICA > Accelerator Department

. . . I A Accelerator Department
— Using GitLab terminology sowse - f Accelerator Department
~ Project = GitLab project "o
- H _E DoZ:ment Types
i P rOJ ect CO ntal ns £ Setiings v @) Hide Column Filter ‘AII - | Search Q

- Document storage @O # = Keywords =) DocumentType @i) Topics ©W Descripon @b Abstract @) Authors

. ©) Createdat @) LastUpdate «J Template
o CO"aboratlon tOOIS # Title Topics Authors Last Update
— Meta-data management tools

- . Banepuit
[ Colider
70-v1  Polarized Light lons in NICA AHaronsesny

 Document as an abstract entity o

71-v0  Unity of strong science: CP results in Minsk 5 days ago

. .
— Form with meta-data fields -
73 S-Cooling @ NICASoftware concept and 2Aunp
. . V2 requirements Cepreesiy 26 days ago
— Collection of files s
Version control o e
J— =\/! eclures: Colliders HaTonLeBNY about mon sago

) 0 e TeGenes
— Editors

— Comments
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Organizational Structure

Hierarchical organization
groups / subgroups — projects — documents

The idea comes from GitLab

— Using GitLab terminology

— Project = GitLab project
Project contains

— Document storage

— Collaboration tools

— Meta-data management tools
Document as an abstract entity

— Form with meta-data fields
— Collection of files

— Version control

— Editors

— Comments
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gt - EN - 0

A Accelerator Department

-w Manage A
I Members

‘ Topics

-Q,  Keywords

a Document Types
e

Settings v

A > NICA > Accelerator Department > Members

Project Members

You can invite a new member to Accelerator Department

+ INVITE MEMBERS

Members

Account Source

Ivan Sokolov [[BI71
isokolov@jinr.ru

b i i .
/- . Nikita Balashov
22+ balashov@jinr.ru

Valerij Lebedev
valebedev@jinr.ru

al Oksana Timoshenko .
. N Direct member
timoshenko@jinr.ru

vy
>

Direct member

vru1v Evgenij Gorbachev
e

Direct member
< egorbe@jinr.ru

‘b4

f@\ Roman Pivin

Role

OWNER

Author ~

OWNER

Author ~

Author ~
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Organizational Structure

» Hierarchical organization
groups / subgroups — projects — documents

* The idea comes from GitLab

— Using GitLab terminology

— Project = GitLab project
* Project contains

— Document storage

— Collaboration tools

— Meta-data management tools
 Document as an abstract entity

— Form with meta-data fields
— Collection of files

— Version control

— Editors

— Comments
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gt - EN - O

A Accelerator Department

- Manage v

I‘ Topics
=Q, Keywords

B Document Types

a Settings v

@ e

# > NICA > Accelerator Department > Topics

n Topics

Topics can be applied to documents

+ NEW TOPIC

#

102

96

93

100

94

Topic

Accelerator applications

|E Accelerator...

|E Accelerator...

|E Accelerator...

Beam instrumentation

|E Accelerator...

|E Accelerator...

‘ Search

Description

MpumeHeHne
ycKkoputenem

OXHE)K,C[EHHE nyyka

OuHamuka nydka

EHEFHOGTV‘IKH ny4ka

nyHKOBaﬂ OnTHUKa
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Organizational Structure

Hierarchical organization

groups / subgroups — projects — documents
The idea comes from GitLab

— Using GitLab terminology
— Project = GitLab project

Project contains

17.12.24

— Document storage
— Collaboration tools

— Meta-data management tools
Document as an abstract entity

— Form with meta-data fields

— Collection of files
— Version control
— Editors

— Comments

O & > MUT > Cloud Team > SciDocsCloud »> scidoescloud-doc-1

Development of a document database...

SciDocsCloud Document 1-v14 (latest)

E' UPDATE DOCUMENT

B Default

Document Title:
Development of a document database platform “SciDocCloud”

Keywords

Information system

Description:
Crarbs Ana nybnukauun 8 PEPAN

Authors:
Ivan Alexandrovich Sokolov Nikita Alexandrovich Balashov
isokolov@jinr.ru balashov@jinr.ru
Topics
Files (1)

@ Sokolov_Balashov_SciDocCloud_Article_v3.docx

260.14 KB
File type: Document

Notes and Changes:
Crarba NpuHATa Ha nevate. Oxuaaem nyGnukauun

Comments (4)

>
Editors(4) A

Fraid Alexxx

’gl Sokolov Ivan
.ﬁ. Testov Ivan

Document #:
scidocscloud-doc-1-v14 (latest)

Submitted by:

Ivan Sokolov
Updated by:

Ivan Sokolov
Document Created:

23 Nov 2024, 17:41
Revised:

10 Dec 2024, 16:59

Latest Version:
scidocscloud-doc-1-v14

Other Versions:

scidocscloud-doc-1-v14
CTaTbs NPUHSTa Ha Nevartb....
Cratbq npuHATa Ha nevarb. Oxmaaem

nyGnukaLmmu
Created at: 10 Dec 2024, 16:59

scidocscloud-doc-1-v13
[lo6aBneHbl NPaBKK B CTaTbiO Ha...
Created at: 10 Dec 2024, 16:58

scidocscloud-doc-1-v12
OTnpaBNeHo Ha peleHsmio
Created at: 10 Dec 2024, 16:57
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Organizational Structure

Hierarchical organization
groups / subgroups — projects — documents

The idea comes from GitLab

— Using GitLab terminology

— Project = GitLab project
Project contains

— Document storage

— Collaboration tools

— Meta-data management tools
Document as an abstract entity

— Form with meta-data fields
— Collection of files

— Version control

— Editors

— Comments
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O & > MUT > Cloud Team > SciDocsCloud > scidocscloud-doc-1

Development of a document database...

SciDocsCloud Document 1-v14 (latest)

E UPDATE DOCUMENT

Document Title:
Development of a document database platform “SciDocCloud”

Keywords

Information system

Description:
CTaTbsl i My6nvkaumni 8 PEPAN

B Default

Authors:
Ivan Alexandrovich Sokolov Nikita Alexandrovich Balashov
isokolov@jinr.ru balashov@jinr.ru
Topics
Files (1)

@ Sokolov_Balashov_SciDocCloud_Article_v3.docx

260.14 KB
File type: Document

Notes and Changes:
CraTba npuHATa Ha nesarb, Oxnaaem nyonukaumm

Comments (4)

>
Editors(4) ~

Fraid Alexxx

’g‘ Sokolov Ilvan
& Testov Ivan

Document #:
scidocscloud-doc-1-v14 (latest)

Submitted by:

Ivan Sokolov
Updated by:

Ivan Sokolov
Document Created:

23 Nov 2024, 17:41
Revised:

10 Dec 2024, 16:59

Latest Version:
scidocscloud-doc-1-v14

Other Versions:

scidocscloud-doc-1-v14
CTaTbs NpHHATA Ha Nevarb....
CTaTba MPUHATA Ha NeMaTb. Oxuaaem

ny6nukayum
Created at: 10 Dec 2024, 16:59

scidocscloud-doc-1-v13
[oGaeneHbl NpaBky B CTaTLIO Ha...
Created at: 10 Dec 2024, 16:58

scidocscloud-doc-1-v12
OTNpaBneHo Ha peLieHsmnio
Created at: 10 Dec 2024, 16:57
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Organizational Structure

O &% > MUT > Cloud Team » SciDocsCloud > scidocscloud-doc-1

Hierarchical organization
groups / subgroups — projects — documents

The idea comes from GitLab

SciDocsCloud Document 1-v14 (latest)

E UPDATE DOCUMENT

— Using GitLab terminology

Document Title:
Development of a document database platform “SciDocCloud”

— Project = GitLab project
Project contains
Information system
— Document storage peseptin:

J— COI I a bo rati O n too I S Au:::jl Ana nyGnukauun 8 PEPAN
B M eta -d ata m a n a g e m e nt tOO I S ° :‘S’i:gf\:%']:’n’:‘r’f" Sokolov ° ?;Tz:ﬁig;::mm Balashov

Document as an abstract entity

Keywords

Development of a document database...

_ Form Wlth meta_data fleldS Files (1)
_ Co Ilectio n of files - 4’ ;ﬁgsj;{}?; ijr:::_SciDocC\oud_Article_v3.docx
— Version control

- E d i to rS CraTbsl NpKHATA Ha nesats. Oxnaaem nydnukauumn
— Comments Commenis 4

>
Editors(4) A

Fraid Alexxx
I& Sokolov Ivan

ﬁ Testov Ivan

Document #:
scidocscloud-doc-1-v14 (latest)

Submitted by:

Ivan Sokolov
Updated by:

Ivan Sokolov
Document Created:

23 Nov 2024, 17:41
Revised:

10 Dec 2024, 16:59

Latest Version:
scidocscloud-doc-1-v14

Other Versions:

scidocscloud-doc-1-v14
CTartbs MpUHATa Ha NeYartb....
Cratbd NpyHATa Ha nevatb. Oxuraaem

nyGnukaumumn
Created at: 10 Dec 2024, 16:59

scidocscloud-doc-1-v13
[loBaBneHs! MPaBky B CTATbIO Ha...
Created at: 10 Dec 2024, 16:58

scidocscloud-doc-1-v12
OTnpaBreHo Ha peLeH3nio
Created at: 10 Dec 2024, 16:57
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Organizational Structure

Hierarchical organization
groups / subgroups — projects — documents

The idea comes from GitLab

— Using GitLab terminology
— Project = GitLab project

Project contains

17.12.24

— Document storage

— Collaboration tools

— Meta-data management tools
Document as an abstract entity

Form with meta-data fields
Collection of files

O &% > MUT > Cloud Team » SciDocsCloud > scidocscloud-doc-1

Development of a document database...

SciDocsCloud Document 1-v14 (latest)

& UPDATE DOCUMENT

Document Title:
Development of a document database platform “SciDocCloud”

Keywords

Information system

Description:
Crartba ans nyGnukaunn B PEPAN

Authors:

Topics

Nikita Alexandrovich Balashov
balashov@jinr.ru

Ivan Alexandrovich Sokolov
isokolov@jinr.ru

Files (1)

@ Sokolov_Balashov_SciD: o ~v3.docx
26

File type: Document

Version control —

Editors
Comments

Notes and Changes:
CraTbsl NpKHATA Ha nesats. Oxnaaem nydnukauumn

Comments (4) C ~

>
Editors(4) A

Fraid Alexxx

I& Sokolov Ivan

ﬁ Testov Ivan

Document #:
scidocscloud-doc-1-v14 (latest)

Submitted by:

Ivan Sokolov
Updated by:

Ivan Sokolov
Document Created:

23 Nov 2024, 17:41

Revised:
10 Dec 2024, 16:59

Latest Version:
scidocscloud-doc-1-v14

d“ier UETSIOI‘IS:

scidocscloud-doc-1-v14
CTartbs MpUHATa Ha NeYartb....
Cratbd NpyHATa Ha nevatb. Oxuraaem

nyGnukaumumn
Created at: 10 Dec 2024, 16:59

scidocscloud-doc-1-v13
[loBaBneHs! MPaBky B CTATbIO Ha...
Created at: 10 Dec 2024, 16:58

scidocscloud-doc-1-v12
OTnpaBreHo Ha peLeH3nio
Created at: 10 Dec 2024, 16:57
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Organizational Structure

Hierarchical organization
groups / subgroups — projects — documents

The idea comes from GitLab

— Using GitLab terminology

— Project = GitLab project
Project contains

— Document storage

— Collaboration tools

— Meta-data management tools
Document as an abstract entity

— Editors

— Comments
17.12.24

O &% > MUT > Cloud Team » SciDocsCloud > scidocscloud-doc-1

Development of a document database...

SciDocsCloud Document 1-v14 (latest)

E UPDATE DOCUMENT

Document Title:
Development of a document database platform “SciDocCloud”

Keywords ~
Information system
Description:
Crartss ans nyGnukauun B PEPA
Authors:
Alexandrovich Sokolov Nikita Alexandrovich Balashov
isokolov@jinr.ru balashov@jinr.ru
Topics v
Files (1) ~
@ Sokolov_Balashov_SciDocCloud_Article_v3.docx
260.14 KB
File type: Document
Notes and Changes:
CraTbsl NpKHATA Ha nesats. Oxnaaem nydnukauumn
Comments (4) C ~

>

Editors(4) A

Fraid Alexxx
I& Sokolov Ivan

ﬁ Testov Ivan

Document #:
scidocscloud-doc-1-v14 (latest)

Submitted by:

Ivan Sokolov
Updated by:

Ivan Sokolov
Document Created:

23 Nov 2024, 17:41
Revised:

10 Dec 2024, 16:59

Latest Version:
scidocscloud-doc-1-v14

Other Versions:

scidocscloud-doc-1-v14
CTartbs MpUHATa Ha NeYartb....
Cratbd NpyHATa Ha nevatb. Oxuraaem

nyGnukaumumn
Created at: 10 Dec 2024, 16:59

scidocscloud-doc-1-v13
[loBaBneHs! MPaBky B CTATbIO Ha...
Created at: 10 Dec 2024, 16:58

scidocscloud-doc-1-v12
OTnpaBreHo Ha peLeH3nio
Created at: 10 Dec 2024, 16:57
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Organizational Structure

Comments (6) (¢ A

* Hierarchical organization
groups / subgroups — projects — documents

 The idea comes from GitLab oy
— Using GitLab terminology ~ %7 48 SREPUES Lostrol by N Bslashov 5 monts g0
— Project = GitLab project
o Project contains Konstantin Gercenberger 5 monis ago «

Tak kaK y MeHs ByneT cyMMapHbIiA Aokna no npoBeeHHkIM paboTam npocbba NpUchiNaTb CBOW NPE3eHTaLMUN MHE, Kak MOXHO

Ivan Sokolov 5 months ago - /7 i

paHblLe, 4ToBbl Y MeHs Bbiro BpeMsi GrIoKOMHO cchopMMPOBaTh CBOK Npe3eHTauuio. KpailHe KenaTtenbHo He NO3KE 3TNX BbIXOAHbIX.

— Document storage o ovcanars sopoms e Sopot o6 ot oo g, Tt A RSt St oS

— Collaboration tools v couussse repLes

— Meta-data management tools A5 an sekolo s monns o ’
 Document as an abstract entity ,,

— Form with meta-data fields
— Collection of files —
— Version control ——
— Editors

— Comments (=]
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Role-based Access Model

Access restriction to groups or
projects based on roles similar to
GitLab

Each member is assigned a role,
which determines what they can
do in the project

Currently implemented roles:
Owner, Maintainer, Author, and
Viewer

Nested groups membership

Action

Viewer

Author

Maintainer

View all

+

Use comment block

Create document

Update document

Hi+ |+

Create group

Create project

Create subgroup

Manage members

Manage topics

Manage keywords

Manage document type

Edit group

Edit project

+ |+ [+ [ F|FH | FH |||+ T+ ]+

Remove project

Remove group

Remove document

Manage editor list

o I o I I o o o o o o o o o o o
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Document Management Service (DocMS)

The platform-based service has been deployed at JINR

— Document Management Service (DocMS)

DocMS — centralized service for storing, managing,
organizing, and collaborating on documents

— JINR Cloud storage
 Triple replication
 Easily scalable

— Nightly Backups for Service Meta Information
Database

— Deployed on a VM in the JINR Cloud
* Quick recovery after hardware failure

The service's
DataBase

JINR Ceph
cloud storage

JINR Cloud

18/24



|:|-lrr."|:|
K

JINR(ﬁ%l? TecroBas : ‘ Q, Mouck ‘ ‘ A WA Cokonos @

Digital Eco System v.0.11

* Integrated into the JINR Digital Ecosystem

& [Tyonukauni n KoHdepeHumn & HayyHoe [0 (@SN JIRIGUEo oy & [ucceprauuv B ITTI ONA
B CornaweHns 0 Hay4HOM COTPYHMYECTBE

* Available to JINR employees and collaborators via
JINR Single Sign-On (SSO) accounts at docs.jinr.ru
or the JINR Digital Eco System e ) S —

Q? Wit
‘?fg Mpua-nHdppacTpykTypa

« Actively used and tested by the BM@N collaboration = <0 e

OmKpsImb & emaensHoM okHe [ Omxpbims 8 omdensHom okHe [

* Document and user migration mechanism from 8 wrow
DocDB is ready for the Accelerator Division

« Upcoming migrations: SPD, Baikal-GVD and 8 come s o
Neutrino projects at JINR S S

i: Coxonoe Mear

© JINT OWAK, 2024. Bee npaea 3aLumieHbl

17.12.24 19/24






Conclusion and FeedBack

The SciDocsCloud platform is free and open-source software for
storing and tracking of documents

The Document Management Service for JINR research groups
has been deployed based on this platform

The service is available to JINR employees and collaborators G:
docs.jinr.ru and the JINR Digital Eco System S

The migration of existing JINR DocDB instances to the DocM
in progress

For questions, bug reports, or suggestions contact us at docs@jinr.ru
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Scientific Biography

® [ly6nukauum

> Balashov, N., Sokolov, I. Development of a Document Database Platform «SciDocCloud».
Phys. Part. Nuclei — Vol. 55. — 2024. — P. 479-481

> Balashov N.A., Sokolov |.A. Development of a document database platform SciDocCloud,
dun3nka anemMeHTapHbIX YacTuy, U atomHoro ssiapa — 2024, T. 55, Bein. 3. C. 624

> Balashov N.A., Sokolov L.A. [poToTun cepBuca xpaHeHns Hay4Hon JoKyMeHTauun«SciDoc
sCloud», Information and Telecommunication Technologies and Mathematical Modeling of High-
Tech Systems 2024 (ITTMM 2024)/Book of Abstracts— 2024, C. 4

® JlnyHbIVM BKNaa

MpenctaBneHHasa nnatdopma paspabaTbiBaeTCs C «4MCTOro NUCTar. ABMSOCb OCHOBHbLIM

NMPOEKTUPOBLLUNKOM, aHAITUTUKOM, ,D,Vl3al7IHepOM 7 pa3pa60TLwn<0M. Mow Bknag Bkno4yaeT

co3aHne apxuTekTypbl NaTtdopMbl, pa3paboTky eé yHKUMoHana, NnpoekTnpoBaHmne
NHTEepPdEenCcoB 1 opraHn3aumio B3anMoaencTBmSA ¢ norb3oBartenamu. [poBoxy aHanms
TpeboBaHUN 1 obecneymBatlo MHTErpaumio ¢ opyrmmm cuctemamm n cepsucamm ONAN. Becb
npouecc pa3paboTkn conpoBOXaaeTcs TeCTupoBaHMeM 1 JopaboTkaMmu ¢ Y4ETOM OT3bIBOB

nonb3oBaTenemn 1 3anpocoB OT y4aCTHUKOB konnabopauunm
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Ok

Example of Organizational Structure in Platform ;.ﬂh

D=2y

v BN - (] A > MuT
I.u MLIT A
i MO MLIT
Manage v
Cloud Team MI_CC - 9 Kﬁ ME-TI/ Group ID: 12
(subgroup) (project) @ Topics
Q. Keywords <+ NEW SUBGROUF‘) + NEW PROJECT
a Document Types
Meshcheryakov Laboratory of Information Technologies (MLIT)
Q Settings v

ScidocsCloud JINR cloud
(project) (project)

Subgroups and projects

v @ QREMN Cloud Team @0 M2 23

D
=] %ﬁ JINR Cloud

B SciDocsCloud
1= . MICC
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