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General view of JINR MICC

LITmon — MICC monitoring system
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Introduction

LITmon
alert recognition

report algorithm

We need a convenient N [ itis necessary to develop Y ( The neural network
tool that will report possible a system that will classity approach has proven
problems and do the work of | | 109s and aggregate results | | jtself well for analyzing
administrators itself, involving| \ under certain conditions ) text information

\them only in extreme cases) \ /




, ¢ " Linux serial*consoles

@

FEBFERRERFEEHERFE = New LOGs from srlcBl =- FHESHESFESFEIHERE
Thu Jul 4 11:28:81 MSK 28624 Last update log
5 consoles = 8 size

rdz14 [FAILED] Failed
rdz14 [FAILED] Failed
rdz14 [FAILED] Failed
rdz14 [FAILED] Failed unmounting /e/p82/pool/meta.
FEBRFARARARAAERNFE —= New LOGs from srlcBl =- #F##nddndad8a484+4
Thu Jul 4 11:48:82 MSK 28624 Last update log

srlc01: Logs per chosen interval
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It is necessary to analyze all existing serial consoles logs, which contain more than a
million lines. The logs contain data for 3 years. This will require a lot of time
investment.




LIT‘ n alert reporter development

1) Collect training data for dataset
2) Develop and train a neural model

3) Automate loading logs into the model
and display the results of recognition In
a web interface




’ "~ Creating of data set

Number of errors in the training set by type m
units

Type 1 kernel panic - Linux kernel crashes 110 4190

Type 2 network errors - disconnection of 460 4098
network interfaces

Type 3 critical medium errors - critical hard drive 1802 4102

errors
Type 4 blk_update - correctable hard drive 4035 4035
errors

Type 5 kernel errors - kernel errors 372 4257
Type 6 uncorrectable memory errors - 77 4077
uncorrectable memory errors

Type 7 hardware errors - hardware errors 1137 3732
Type 8 raid errors 142 4102

Type 0 good - normal state of logs 3128 3128




del c.lgyelopment based on LSTM

% Testing neuro model on 2 weeks
of logs

%//
‘ Neural model testing

/
0’0

Embedding layer of 128
Hidden layer of LSTM cells of 256
Output layer of 9 Creating neural model

/
0’0

/
0’0

>

From words to numbers
Tokenizing data

+ Filtering logs by regular
expression and drop it
not corresponding to

certain class Collected data from the log database




STI”-'(‘I:eﬁg short-term:memory)

neural model constriction

< Embedding layer size - 128

“ Hidden layer of LSTM cells of 256
1..9 < Output layer size - 9
* Loss function: cross entropy

Activation function: linear

ADAM optimizer




m‘Urmm!Iél testing results for 2
.

A - WYY S

probability of error detection = true_negative model prediction / true_negative real * 100%

Number of errors in the Units
training set by type LOGmon number_of test= 29242

correctable disk_error 927 31
kernel errors 13 13 If probability < 60% -
- unknown

hardware_errors 36 0

critical_disk_errors 10 9 accuracy = 0.9771

« | . precision = 1.0
emel_panic 10 2 recall = 0.9769

network_errors 3 1 Sp = 0.0133

uncorrectable_memory 3 1 purity = 0.0

_errors f1_score = 0.9883

raid_errors 7 1 log_recognition = 0.99

unknown 69 -

probability_error_recognition = 100%




ali‘zrmstructural diagram for
ation oflog recognition process

LITmon time series DB

1) Serial console servers gather data from MICC servers @ -
and sent it to Loki DB { influxdb

2) LITmon runs a special plugin 2ystenm:log LITmon I

analys system monitoring system

for log monitoring This plugin

accesses the system log analysis | | 0Gmon j/‘

system. This system downloads [ IClﬂGA

data from the Loki database and LITmon

runs LOGmon model to classify visualization

serial consoles system logs. I System 4
3) The results of classification and \\\ Srend o 1 | q
statistical data are displayed on T lOkI Erafana

various
dashboard ; & .
ashboards S t Serial console N ag @ Vis
\_ J

server




88 LOGmon /LOGmon_dashboard ¢ <=9 W B ©® @last7days v @ 9 v &

host  rdb000.jinr-t1.ru error_type | All v
z all errors list
60
40
: | | | ‘
0 I R 1 |||] R - ~ R | L I I R 1
%, %, %, %, %, %, %, %, %, %, %, %, %, %, %, %, %, o% o% o% 06,/0 06./0 o% 06./0 o% o% 0%
> > = ~® % <& % & ~® % ) <o ) ) ) <o <o ) 2} % % % % 2 % = %
) %. . %, . . . <. >, >, %, 9 9, . . . . %5, 5. % % % % 5. . <, <
% 22 % % o % £ % 22 0 % % ) ) % ) ) % ‘% % o &) o £ % 22 %
@ rdb000.jinr-t1.ru errors
60
40
) /_‘_\\ l\ Q\ /¥
05/28 00:00 05/28 12:00 05/29 00:00 06/02 00:00 06/02 12:00 06/03 00:00 06/03 12:00

== value {hostname="rdb000.jinr-t1.ru", metric="all_seems_good", service="check_logs"} == value {hostname="rdb000.jinr-t1.ru", metric="correctable_disk_errors", service="check_logs"}
== yalue {hostname="rdb000.jinr-t1.ru", metric="critical_disk_errors", service="check_logs"} == value {hostname="rdb000.jinr-t1.ru", metric="hardware_errors", service="check_logs"} == value {hostname="rdb000.jinr-t1.ru", metric="kernel_errors", service="check_logs"}

== value {hostname="rdb000.jinr-t1.ru", metric="kernel_panic", service="check_logs"} == value {hostname="rdb000.jinr-t1.ru", metric="network_errors", service="check_logs"} value {hostname="rdb000.jinr-t1.ru", metric="raid_errors", service="check_logs"}

@ logs for rdb000.jinr-t1.ru

> 2025-06-83.7%.58:32 [915587.112322] I/0 error, dev sdk, sector 10141108472 op @x1:(WRITE) flags 0x700 phys_seg 1 prio class 2 <br> [915583.112327] I/0 error, dev sdj, sector 9319118488 op 0x1:(WRIic;=%lags @x700 p

| hys_seg 1 prio class 2 <br> [915579.112332] I/0 error, dev sdj, sector 18141188472 op @x1:(WRITE) flags 8x70@ phys_seg 1 prio class 2 <br>

1 2025-06-03 14:38:32 [915591.112313] 1/0 error, dev sdk, sector 9319118488 op 8x1:(WRITE) flags @x708@ phys_seg 1 prio class 2 <br> [915587.112322] I/0 error, dev sdk, sector 18141188472 op @x1:(WRITE) flags 0x760 [

I hys_seg 1 prio class 2 <br> [915583.112327] I/0 error, dev sdj, sector 9319118488 op @x1:(WRITE) flags 6x780 phys_seg 1 prio class 2 <br>

|> 2025-86-83 14:38:32 [915613.362327] I/0 error, dev sdj, sector 10148962520 op Ox1:(WRITE) flags 8x70@ phys_seg 1 prio class 2 <br> [915591.112313] I/0 error, dev sdk, sector 9319118488 op 8x1:(WRITE) flags @x768 p

N hys_seg 1 prio class 2 <br> [915587.112322] I/0 error, dev sdk, sector 10141168472 op @x1:(WRITE) flags @x70@ phys_seg 1 prio class 2 <br>

> Z025-06-83 14:38:32 [915617.362286] I/0 error, dev sdj, sector 9566493120 op ©x0:(READ) flags 0x760 phys_seg 1 prio class 2 <br> [915613.362327] I/0 error, dev sdj, sector 10146962520 op @x1:(WRITE) flags ©x722 ph

| ys_seg 1 prio class 2 <br> [915591.112313] I/0 error, dev sdk, sector 9319118488 op @x1:(WRITE) flags 8x78@ phys_seg 1 prio class 2 <br>

|> 2025-06-83 14:38:9. " [215A25.362277] I/0 error, dev sdk, sector 10148962520 op 0x1:(WRITE) flags 0x70@ phys_seg 1 prio class 2 <br> [915617.362286] I/0 error, dev sdj, sector 9566493128 on 2ul7ktAD) flags ©x700 ph
ys_seg 1 prio citemmlushr> [915613.362327] I/0 error, dev sdj, sector 10140962520 op 0x1:(WRITE) flags 6x780 phys_seg 1 prio class 2 <br>

Recognized
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examples

Human expert estimatio

Valery Mitsyn 4/30/25, 22:22
Hi All,

onAaTb npobsiema ¢ s/w raid

{{

371995.155165] XFS (md0): log I/O error -5

o 371995.155169] XFS (md0): Filesystem has been shut down due to log error (0x2)
01 rdd017 jinr-t1.ru 371995.155171] XFS (md0): Please unmount the filesystem and rectify the

XFS (madd): Ple unmaount the fi m and rectify the pr ) broblem(s).

i

Best regards,

Valery Mitsyn
78 71-30-44 Valery Mitsyn 5/29/25, 00:06
e Y)X€ HECKOJ/IbKO TaKMX OLUMOOK Ha KOHCOJe:
{{
R e rdb01 [2800971.777422] ixgbe 0000:3b:00.0 ens2f0: Reset adapter

rdb01 [2801357.821650]ixgbe 0000:3b:00.0 ens2f0: Detected Tx Unit Hang

“TODUT [Z801357.821650] TX JUuelue 2775
rdb01 [2801357.821650] TDH, TDT <151>, <1lab>

rdb01 [2801357.821650] next to_use <lab>
rdb01 [2801357.821650] next_to_clean <151>
rdb01 [2801357.821650]tx_buffer_info[next_to_clean]

rdb01 [2801357.821650] time_stamp <1a6f5332b>
rdb01 [2801357.821650] jiffies <la6f54381>
i

Best regards,
Valery Mitsyn




' Real results: cor

.

1 )The model was able to detect errors that
the expert identified during real-life
operation and displays them in the form of

a pictogram
dvl-cta-h01-03 €}

2) The automated algorithm works faster
than a human

3) The model is able to detect errors that
were not contained in the training
sample




“Conclusions

Ny i i
( ) Developed a neural network algorithm for log monito

PN  _
Ob An augmented training dataset was created

.) The developed LSTM neural model is trained and tes

P W

Testing of the model showed that it recognizes 100% of
== .console log by tested period

The model is implemented in the form of a software
Q for the tasks of automating log recognition

(_ ) The software allows report about suspension logs in
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Logs €érrors type

Error type example Error description

Kernel panic - not syncing: Fatal exception
Kernel panic - not syncing: Fatal hardware error!

ixgbe 0000:01:00.0 em1: NIC Link is Down

blk_update_request: critical medium error, dev sdn, sector 18015416216

blk_update_request: I/O error, dev sdh, sector 12810658040

<IRQ> [<ffffffff997blbec>] dump_stack+0x19/0x1f
segfault at a9 ip 00007f46d2dff535 sp 00007f46af7fc6f0 error 4 in
libpython2.7.s0.1.0[7f46d2d77000+17e000]

UEFIO330: One or more memory errors have occurred during the Double
Data Rate

mce: [Hardware Error]: Machine check: Processor context corrupt

md/raid1:md1: Disk failure on sdal, disabling device

1657080.156077] systemd-shutdown[1]: Failed to wait for process: Protocol

error

kernel panic - Linux kernel
crashes

network errors -
disconnection of network
interfaces

critical medium errors -
critical hard drive errors

correctable hard drive
errors

kernel errors

uncorrectable memory
errors

hardware errors
Raid errors

good - normal state of logs



oblem of: lanced
classes: generatmg logs

2a:

_Logs gathering

2023-06-21T13:40:03Z {filename="/var/log/srcnsl_logs/srlc62.log", host="wn383"} wn383 [385249.097562] CS: 0010 DS: 0000 ES: 0000 CRO: 0000000080050033
2023-06-21T13:40:03Z {filename="/var/log/srcnsl_logs/srlce2.log", host="wn383"} wn383 [385249.104260] CR2: 00002aacf6f21000 CR3: 00000005823e2000 CR4: 00000000000207e0
2023-06-21T13:40:03Z {filename="/var/log/srcnsl_logs/srlcB2.log", host="wn383"} wn383 [385249.112364] Call Trace:

lef data_templatell(year,day,mounth,hours,min,sec,host,six number gen,six number genl,twelve number and text gen,nine number and text gen,
data=r"""%s-%s-%sT%s:%s:%sZ {filename="/var/log/srcnsl_logs/srlc02.log", host="%s"} %S %s.%s] €S: 0010 DS: 0000 ES: 0000 CRO:

55-%5-%5T%s:%5:%sZ {filename="/var/log/srcnsl_logs/srlco2.log", %S %s.%s] CR2: 0000%s CR3: %s CR4: 00000000000207e0

55-%5-%5T%s :%s5:%sZ {filename="/var/log/srcnsl_logs/srlc02.log", E

0000000080050033

%s %s.%s] Call Trace:
;53""" % (year,day,mounth,hours,min,sec,host,host,six number gen,six number genl,\
jear,day,mounth,hours,min,sec,host,host,six number gen,six number genl,twelve number and text gen,nine number and text gen,\
jear,day,mounth,hours,min, sec,host,host,six number gen,six number genl)

return data

Logs generation

2023-10-10T01:24:47Z {filename="/var/1 oqf;rc1J‘ logs/srlc@2.log", | wna394 .800235] C5: 0010 DS: 0PPA ES: 0000 CRP: 0OAOOEOEOBAESOO33
2023-10-10T01:24:47Z {filename="/var/log/srcnsl logs/srlcez.log", wna394 .800235] CR2: P00Olpens4muzuj7 CR3: t3mgq7vfkl CR4: 000E0000000207e0O
2023-10-10T01:24:47Z {filename=" fJarf\ngJrc1f‘ logs/sricez.log", wna394 .800235] Call Trace:

2024-21-01T01:55:18Z {filename="/var/log/srcnsl logs/srlcez.log", wnaz220 6.703578] CS: 0010 DS: 0000 ES: 00O CRO: OPOPPPAPAAASEES50033
2024-21-01T01:55:18Z {filename="/var/log/srcnsl logs/srlcez2.log", wnaz2e 703578] CR2: 0000k8hps85arsbrs CR3: 52rv8tgtj CR4: POOOOOOEEOO207e0
2024-21-01T01:55:18Z {filename="/var/log/srcnsl logs/srlc02.log", wnaz2e 703578] Call Trace:

Z -20-07T15:53:30Z {filename="/var/log/srcnsl logs/srlce2.log", wnaz69 [186567.6067 0010 DS: 0000 ES: 0000 CRO: 0000000080050033

2 -20-07T15:53:30Z {filename="/var/log/srcnsl logs/srlc@2.log", wnaz69 [186567.6 0eeOftrsrw2ez5gt CR3: 4makwfu22 CR4: 00000000000207e0
2022-20-07T15:53:30Z {filename="/var/log/srcnsl logs/srlc0z.log", wnaz69 [186567.606 Trace:

2023-12-0¢ :51:012 {filename="/var/log/srcnsl logs/srlce2.log", wnall9 0010 DS: QOO ES: 0000 CRO: 0OPOOOOOB80A50033

2023- Z {filename="/var/log/srcnsl logs/srlcd2.log", wnall9 0000dq58c68zuzru CR3: 9anj29xkf CR4: 00000000000207e0
2023-12-06T14:51:6 {filename="/var/log/srcnsl logs/srlc@2.log", wnall9 Trace:

2024-16-09T11: : {filename="/var/log/srcnsl logs/srlce2.log", wnales [825350. 6¢ 0010 DS: DOOO ES: 0000 CRO: 00DODODOBOO50O33

2024- {filename="/var/log/srcnsl logs/srlcez2.log", wnalos8 [825350. 0000kvdcygwc9u3s CR3: 948yzvcf3 CR4: 00000000000207e0
2024- {filename="/var/log/srcnsl logs/srlce2.log", wnales [825350. Trace:

2023-05-03T07:10:54Z {filename="/var/log/srcnsl logs/srlco2.log", wna28l [563050.308830] CS: 0010 DS: 0EOO ES: 0000 CRP: 0OPOOEEOSAOS0033
2023-05-03T07:10:54Z {filename="/var/log/srcnsl logs/srlc0z.log", wnaz8l [563050.308830] CR2: 0000bgracyqyyk7d CR3: hm2v84cpe CR4: 00000000000207e0
2023-05-03T07:10:54Z {filename="/var/log/srcnsl logs/srlc@z2.log", wnazg81l [563050.308830] Call Trace:




Gathering data from serial consoles

Serial
console
logs

Gathering

[ Server ] Serial ] [Database ]
Console server server




TR AR - -

cingaweb interface

BTOPHUK, 3 NIOHA 2025 T.

BHUMAHWE A check_logs Ha rdb000.jinr-t1l.ru

14:39:02 ===========correctable_disk_errors=============
BHVMAHUE A check_logs Ha rdb000.jinr-t1.ru

17:55:57 ===========correctable_disk_errors=============

CocTosiHMe CNyXOobl
BHUMAHWE check_logs Ha rdb007.jinr-t1.ru
T 16:21:26 & ===========correctable_disk_errors=============
BKMHOYEH  rdd029.jinr-tl.ru
c Apr 26 159.93.230.182 BOCKpeceHbe, 1 UoHA 2025 1.
oK BHVMAHUWE A check_logs Ha rdb000.jinr-t1.ru
Cnyxb6a: check logs 15:17:43 ===========correctable_disk_errors=============
ans 2d 10h -
KPUTUUYHO A check_logs Ha rdz14.jinr.ru
CoctosHue M KPAUTNYHO 03:06:11 == ————— P ISIGAINS FE o S=—=—=———c——
MICTOYHVK NpoBepKY litmon-02.jinr.ru KPUTUUYHO A check_logs Ha rdd029.jinr-t1.ru
01:59:24 ‘ ===========critical_disk_errors=============
lNonbITKa NpoBEpPKX 1nmsl
lNocnegHee cocTosHKe @ ok

nOCﬂE,ﬂ,HEE XEeCTKoe
@ KPUTNUYHO
COCTOAHWE

BeiBog,

2025-06-01T00:00:04 rdd029.jinr-t1.ru

[3056651.816834] I/O error, dev sdd, sector 20017762576 op Ox1:(WRITE) flags 0x700 phys_seg 2 prio class 2
[3056651.816828] I/O error, dev sdd, sector 20823463264 op 0x1:(WRITE) flags 0x700 phys_seg 1 prio class 2
[3056651.816826] critical medium error, dev sdd, sector 3272573200 op 0x0:(READ) flags 0x700 phys_seg 1 prio class 2




Methics for LOGmon Efficiency

accuracy = (true_positive+true_negative) /
(true_positive+true negative+false positive+false negative)
*100%

precision = (true_positive)/(true_positive+false positive)
*100%

recall = TPR = true_positive/(true_positive+false negative)
*100%

probability of error detection = true_negative model prediction
[ true_negative real * 100%




accuracy = (true_positive+true_negative) /
(true_positive+true _negative+false positive+false negative)

precision = (true_positive)/(true_positive+false positive)
recall = TPR = true_positive/(true_positive+false negative)
Sp = TNR = true_negative/(true_positive)+false_positive)
purity = (1 - precision)

f1_score = F1 = (2 * true_positive)/
(2*true_positive_list+false positive+false negative)

probability of error detection = true_negative model
prediction / true_negative real * 100%




