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In federated synthetic data generation, model queries can expose statistical patterns, labeling behavior, and
membership information—creating complex, layered privacy vulnerabilities. To this end, we propose PATE-
FL: a federated learning framework that combines the PATEmechanism, Rényi Differential Privacy (RDP), and
Paillier additive homomorphic encryption (HE), designed for the context of synthetic data generation under
strict privacy requirements. In this study, we replace the gradient exchange in traditional federated learn-
ing with the voting result of the teacher model and implement secure aggregation through additive HE to
effectively reduce the potential risk of information leakage during the query process. To support multi-node
deployments, we introduce the Raft consensus mechanism to achieve state synchronization and fault toler-
ance. Considering the demand for query control and budget monitoring in practical scenarios, we design and
implement a privacy management module to quantify the privacy cost of heterogeneous queries. To validate
the effectiveness of these mechanisms under attack scenarios, we develop an internal testing pipeline to as-
sess the system’s resistance to membership inference attacks (MIA) and attribute inference attacks (AIA). The
proposed system integrates privacy safeguards and query monitoring mechanisms, demonstrating practical
potential for cross-institutional deployment in privacy-regulated environments.
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