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The study touches upon the relevant topic of ensuring the security of the Internet ofThings (IoT), in particular,
to prevent distributed denial of service (DDoS) attacks. Currently, especially in the context of active use of
IoT on the African continent, it is necessary to constantly pay attention to a detailed study of DDoS attack
vectors, detection of network traffic anomalies, as well as the issue of timely counteraction to the large-scale
use of botnet orchestrations based on artificial intelligence (AI). In order to form an adaptive tool for detecting
DDoS attacks, it is proposed to use a set of software libraries (intelligent framework) based on long-term short-
termmemory (LSTM) algorithms, self-organizingmap (SOM), andmodels based on adaptive resonance theory
(ART). To evaluate the effectiveness of recognition, such indicators as F1 score, recall, and accuracy are used.
The proposed methodology will allow creating a model of an intelligent IoT security system using advanced
protection strategies.
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