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NICA accelerator complex
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®Equipment distributed on large area.
®Strict synchronization
®Beam diagnostics
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Control System development goals

* Centralized control of distributed equipment

* Reliable operation and fast recovery

* Provide safe operation, access control

* Easy support, modification and scalability

* Easy and fast development and deployment

* Integration of third-party and existing systems
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Plan

* Control system layout
— Middleware
— Front-end layer
— Client layer
— Service layer

* Control System services
* Nuclotron and NICA development
* Conclusion and future plans.
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Control System layout
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Middleware
Based on TANG,Q.

CORBA based distributed object-oriented control
system framework

* Multiplatform

* Hides network location and technical details

* Provides unified interface for hardware equipment or

service:

— Commands
— Attributes
— Properties

* Has services and tools for control implementation.
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TANGO architecture

* Fundamental unit: device

* Unigue name for each device: domain/family/member
(ex: extraction/dagmxdi/1)

* Uses database for storing configuration

Database
server

Get device(s) IOR Send device(s) IOR

CORBA requests

Device
server

Tango
client

Execute cmd/read-write attribute
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TANGO programming

* Tools to generate code in C++, Java, python.
* High-level client APl to implement
synchronous/asynchronous interface, events

More details about TANGO concept and its
usage in other reports
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Frontend layer

Few possible variants to implement DAQ or control:

* Custom hardware

* Commercial off-the-shelf (COTS)

Primary requirements:

* Ease of development

* Quality, reliability and performance

* Maintenance of equipment during the accelerator
complex life-time
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Frontend layer
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National Instruments PXI— high performance Eurocard packaging modular platform

for measurements and automation systems:

* PCl express and cPCl busses with additional synchronization buses.

* Excellent performance: PXle-1085 — throughput up to 4GB/s per slot and up to
12GB/s per system.

* Wide range of available modules (1500+) — controllers, acquisition boards,
analog and digital /0, signal generators, digital multimeters, counters and
timers, high speed digitizers, industrial interfaces, RF and others.

* Windows and Linux programming — LabVIEW, C++ and C# libraries.

* Excellent support.
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Frontend layer

* Digital signal processing (DSP) modules FlexRIO —PXI and
PXle modules with Xilinx FPGA and custom |/O modules.

Supports peer-to-peer streaming up to 3GB/s.
* Compact RIO - High performance embedded systems
and intellectual controllers based on Xilinx FPGA + ARM

with standard or custom I/O module.
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Frontend layer

Tango drivers with runtime configurable properties for
NI equipment were developed:

* Digitizers and scopes

* Analog and digital I/0

* Timers and counters

* Digital multimeters

* RTD input modules

* TANGO interface for FlexRIO and CompactRIO.
Combination of tango devices can be used to quickly
deploy a solutuion based on almost any NI acquisition
equipment.
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Client layer: Desktop apps

The client layer is responsible for presentation of the accelerator complex state
to the operator, visualize measurements and provide user interface to fulfill some
control tasks. Operator should be able to access the control system of the
complex in whole and down to the lower level subsystems with access control.
There are standard clients, custom client software can be built with:

* Java and TangoATK;

* C++and Qtango;

* Python and Taurus;

* LabView and LV bindings
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Client layer: Web apps

* Java and JSF, PrimeFaces, TangORB
* JavaScript and our custom REST and Websockets servers

(ol x|
Injection Dynamics \d}‘
@ tangoapps 1.jinr.rufinjectionDynamics, him | | Momck ‘ ﬁ g ‘ ﬁ 4 n @' 9 E
|£) YacTo nocewaemse @ HauansHan cTpaHiua (= NleHTa HosocTei H; Tips and tricks - LabV1... % LWaxmaTHan GubnmoT... ® DDS remepatop aurH.. | Online CRC Calculation
=

MOHUTOPUHI BaKyymHOR cucTembl NTY-20

HVGYS MVG13 Sl
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Inflector: -0.04 ¥

BT TP20 .8 P21

et

X zeale: Y scale:

IM current: 37.59 A IP voltage: 22.00 kv~ Tume. 11.03.2015 1215

General status: CONNECTED Tango state: Tango status: Injection diagnostics server is ready
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Service layer

Contain high-level TANGO device servers,
representing whole subsystem:

* Collects and process data from low-level
devices

* Performs control loop
* Provides standard interface to client
applications: commands, attributes

NEC’2015
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Example Nuclotron Injectlon

injection/server/diagl

_—/

injection/server/domik1

Service layer

injection/dagmxai/domik1

inflector/dagmxai/hvcontroll

Front-end layer

A inflector/dagmxao/hvcontroll inflector/modbus/rtul
injection/niscopeds/domik1 inflector/psmbus/im1 2 inflector/serial/rtul
N s v A
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Service layer: Infrastructure

Applications running on service layer are hardware independent
and can be virtualized (run on VM):

NEC'2015

Easier management — fast VM deployment from templates,
cloning, backups.

Better tasks isolation — assign VM per task or group of tasks.
Resources tuning — can assign appropriate CPU cores, disk space,
RAM size, disk 1/0.

Resource utilization — efficient usage of host’s RAM and CPU.
High Availability - restore VM from failed server.
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Service layer: Virtualization

Proxmox VE - complete open source virtualization management solution for
servers. It manages virtual machines, storage, virtualized networks, HA clustering
and supports both:

O Kernel-based Virtual Machine (KVM)

Open source hypervisor KVM is a full virtualization solution for Linux on x86
hardware containing virtualization extensions (Intel VT or AMD-V). Can run
unmodified Linux or Windows images.

O Container-based virtualization

OpenVZ is container-based virtualization for Linux. OpenVZ creates multiple
secure, isolated Linux containers (otherwise known as VPSs) with no impact on
performance.

Proxmox VE features:

byl PRO>XMOX
* Role-based administration

* Integrated backup tool
* Flexible Storage
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Service layer: Shared storage

* Crucial component of virtualization to provide high
availability of VMs

* Need good performance , both transfer rate and IOPS
to manage read/write operations of number of VM
Images

* Have to be redundant to provide data consistency in
case of hardware or network failure

* Need to be scalable — should be able to add more
storage space without loosing performance
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Service layer: CEPH storage
@ Ceph is a distributed object store and file

system. Ceph is highly reliable, easy to manage and
open-source. It provides redundancy, excellent
performance and scalability.

* Redundancy choices: replication (use space, save
CPU) or erasure coding (use CPU, save space).

* Ceph’s RADOS Block Device (RBD) provides access
to block device images that are striped and
replicated across the entire storage cluster. Linux
kernel client and QEMU/KVM drivers.

* Thin provisioning — unused space reclaimed.
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Service layer: CEPH storage cluster

Ceph storage cluster consists of large number of nodes which
communicate with each other to distribute and replicate data
dynamically.

Self healing, self managed, distributed.

Using CRUSH algorithm for object placement.

Ceph clien/’f
Request Response

Public Network
| | |

OSD OSD

<> <=
<> <=
<> <=

Y
O
Y
Cluster Network

OSD heartbeat, data replication, cluster rebalancing and recovery
traffic
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Service layer: CEPH node

Ceph cluster node

B oL E T

Object Storage Daemon > 0SD OSD OSD

Fast Journal device—__

File System (xfs, btrfs)

> FS S  ---| FS
physical Disk—— D ¥

* SSD journals accelerate bursts and random write 10.

* For sustained writes that overflow the journal,
performance degrades to HDD levels.

* Caching controller can increase random write 10
significantly.
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Service layer: CEPH architecture

3 Ceph nodes at the moment, each with:
* Dual socket E5-2600 Intel Xeon

* 32Gb RAM

* 5x 600G SAS2 15k RPM drives

* 1 enterprise class SSD Intel S3710 !
* LSI 2128 RAID controller with 512Mb cache
* 2x1Gb Ethernet card for public network

* 2x10Gb Ethernet card for CEPH networks

Networking equipment:
* 1Gb network switch for public network
* 1Gb ->10Gb Cisco Nexus switch for CEPH network
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NEC'2015

Service Layer: CEPH performance

Test setup

Block size

Sequential

Sequential Random Read Random Write
Read Write
o 166.4 MB/s 47 MB/s 79.1 MB/s 11.0 MB/s
41600 IOPS 11765 IOPS 19764 IOPS 2750 10PS
Linux Kl/(';/kl)g n CEPH L8k 165.9 MB/s 52.6MB/s 258.2 MB/s 23.1 MB/s
-’ 1296 IOPS 411 I0OPS 2017 IOPS 180 IOPS
3 replicas
" 166.3 MB/s 53.1 MB/s 164.4 Mb/s 48MB/s
40 IOPS 12 IOPS 40 IOPS 11 10PS
o 22.9 MB/s 143.6 MB/s 2.8 MB/s 3.9MB/s
Single 15k RPM 5713 I0PS 35897 I0PS 702 IOPS 974
SAS2 disk (with o8k 111.9 MB/s 143.6 MB/s 31.6 MB/s 29.2 MB/s
RAID controller 873 I0PS 1121 246 10PS 225
write-back cache) " 125.1 MB/s 145.4 MB/s 110.9 MB/s 114.5 MB/s
30 IOPS 35 27 IOPS 27
” 213.8 MB/s 262.1 MB/s 11.4MB/s 27.9 MB/s
e ] SR 53447 10PS 65529 I0PS 2800 I0PS 6980 10PS
disks in RAIDS (with 128k 235.1 MB/s 241.82 MB/s 104 MB/s 130.4 MB/s
RAID controller 1837 IOPS 1889 IOPS 814 IOPS 1018 IOPS
write-back cache) " 264.3 MB/s 237.5 MB/s 236.4 MB/s 188.9 MB/s
64 IOPS 57 IOPS 57 IOPS 46 10PS
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Service layer: High availability

We need to provide high availability of Tango services and

fast failover in case of hardware problems.

Hardware measures (UPS devices controlled by Network

UPS tools, reliable enterprise class hard drives) + data

redundancy (RAID, replication) + backups (VMs and

databases):

* Virtual machines are running on 3-node Proxmox VE
cluster with VM images stored on CEPH storage
(replication=3). Any VM can be started on any node.

* Tango database: vital for all other Control System Tango

devices, running in Linux container on local storage for
performance reasons.

NEC’2015
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Service layer: TANGO DB

High Availability for Tango database can be achieved:
* Mysql/Galera cluster — reliable but complicated to manage.
* Master-slave mysql replication. Complicated to sync changes back

to master.
* Master-master replication in active-active mode. Can cause
conflicts. ] ] ] Primary master, container
* Master-Master in active-passive mode. 192.168.100.250
Tango VM HA proxy VM |
192.168.100.11 192.168.100.252 7 |
2 way semi-
sys/database/2 < > HAPRDXY /l\ synchronous

Powering Your Uptime \Y4 repllcatlon with

GT|DS

Mysql dump
Backup master, container

@ 192.168.100.251

Evgeny Gorbachey, JINR
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Service layer: Scalability

The scalability achieved by adding nodes to
cluster. CEPH retains most characteristics at

scale or even improves. Adding more nodes to
run more VMs:

* Capacity increases

* Throughput increases

* |OPS increase

* CPU cores and RAM increase
Temporary impact during re-balancing.

NEC’2015
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Service layer: Administration

Astor/Starter —tools for remote control and monitoring of
TANGO applications

F TANGO Manager - 6.3.6 - Wed Jun 12 10:02 -[0] x| _*__ gmeterpxi Control il
File View Command Tools Help
. | Start New | ‘ Start All ‘ | Stop All | i@ Display All
[ MUS -|_ Tango Database ) LEVE| 1 ] L'EV'E‘I 2 @ L'E'V'E‘I 3
usQL o 7 @ DAOmMxPulseOutigl @ DACmMxAD/gfpoalt @ FFTig1
::gi"s‘:”ggrjt'r”ofl-'“‘°°°° / @ FUNGEN/g1 @ DAQmyDO/gfpgal @ OmeterFPGAINterface/1
+ @ Nuclotron @ NIScope-dsiqi @ Tegam4040ig1
) o @ RFAMPIg1 @ Tegam4040/g2
@ domik (Muclotron injection )
@ esseptum ( Electrostatic sepfim control ) @ SPANIg1
@ mcpdetector
:gg‘i‘:}:}:ﬂ( Stow exraction) @ Level 4 @ Not Controlled
@ tangoapps1 ( Tango applications ) @ PCMonitoring/159.93.126.121 @ OmeterFPGAINterface_AVGH
@ tangodevel (Linux devellapps ) @ OmeterFPGAINterface DSTARM
@ OmeterFPGAINterface_VARM

Hosts Servers

@ All controlled servers are running.

@ Starter 15 starting server(s).

@ At least. one controlled server is stopped.
@ Starter 1s not running on host.

e @ Server is running
@ Server is running but not alive (Starting 7)
¢ @ Server is not running.

NEC’2015 Evgeny Gorbachey, JINR
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Service layer: Monitoring TANGO

Special TANGO device is running on every front-end computer. It
presents information about computer metrics via TANGO
attributes. Linux+Windows

File View Preferences Help
P sys/monitoring/159.93.126.118 :E
P sys/monitoring/159.93.126.118 I:E
o sys/monitoring/159.93.126.118
sysimonitoring/159.93.126.118 CPU Load: 9.02, Memory: 25.1, Disk: 58.4, Uptime: 2014 4|
CPU Load: 1.1, Memory: 14.0, Disk: 98.7, Uptime: 2014- |~ L0214 10:47-00
03-14 10:47:00
Wlarm : Value too high for DiskUsed |
= e T
b AR iR R AR AR R A AR R AR RR AR R AR R R AR R R AR R R AR AR R AR RR AR R AR AR RER R AR R R R RN
DiskUsed 58.40 %
DiskUsed 98,70 %
CPULoad 0,50 %
CPULoad 1.50 %
Uptime |2014-03-14 10:47:00 | ---
Uptime |2014-03-14 10:47:00 | -
MemoryUsed 2510 %
MemoryUsed 14,00 %
CPULoadAverage 8,06 %
CPULoadAverage 1.10 %
Scalar
l Scalar
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Service layer: monitoring TANGO

Another TANGO device monitoring states of every TANGO device of certain
subsystem. The information about members retrieved from NicaControls db.
Alerts and notifications are sent via e-mail to tango admins.

-loix .
— i —n e —— = 07T tango@tangodevel.jinr.ru.s

File View Preferences Help F T IR 2T s ) . . . .

Tema Monitoring alert - Nuclotron extraction, device: extraction/usb62%
I sys/monitoring/nuclextr I: __Jei - i Komy "E. Gorbachev'is
sys/monitoring/nuclextr
sys/monitoring/nuclextr Device is ON <] extractionfusb5259ds/slow1 state was changed to UNENOWN
Device is ON
—_————— 0T tango@tangodevel.jinrru’

T statesio] [ on Tema Monitoring alert - Nuclotron extraction

Names states(1] [ UNKNOWN Komy “E. Gorbachev'.s

sys/dbstorageds/dbsds States[2] - UNKNOWN

extraction/dagmuxaisoftretrig/septum1

extraction/dagmxaoc/septum1 states(3] [ UNKNOWN Subsystem: Muclotron extraction

extraction/dagmxdi/septum statesi4] [ UNKNOWN Mame: sys/dbstorageds/dbsds1, State: FALLT, Status: MySQL server has gone away
extraction/dagmydo/septum

extraction/dagmypulseout/septum statests] [ UnknOwN

extraction/pcia101/intensity_stap states(6] [ UNKNOWN 0T tango@tangodevel.jinr.ru

extraction/pci6101/profilometers_start States UNKNGWHN . .

extraction/server/septum? m Tewz Monitoring alert - Nuclotron gmeter

: statesiz] I FrulT

extract!onfser\terfslow1 Komy "E. Gorbachey”

extraction/usb8259ds/slow1 statesio] I FruLT .

extractionfinterpolation/adc_septum

extraction/interpolation/dac_septum states(10] [ UNKniowN

States(11] [ UNKNOWN Subsystern: Muclotron gmeter
1] Il | Marme: gmeter/nivisa/fungenl, State: FALLT, Status: Device disconnected from USB
States(12] [ UNKNOWN . .
Marme: gmeter/nivisa/rfampl, State: FALULT, Status: error:timed out
[ scalar | Names Lstatuses Lstates
|\ Scalar LNames L Statuses || States
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Service layer: monitoring

Desktop and web clients to represent states and statuses of TANGO

=13l
Settings
=3
extraction/interpolationadc_..
extracti tion fdac. The device is in ON state.
fi odbusriu1 Modbass node address 10 protocol RTU iphost UNDEFINED |
Curent parameters of the serial ine:
serialine  : com@
baudrate 38400
(0-2=1,1.5,2hit)
+ 2 (0-4=no,0dd,even, mark space)
0 (ms)
inflector feerialjriul
10
t 1 (0=dis 1=ena 2=hand)
Current parameters of the device server:
serigline  : com8
timecut = 100
i 2 (D=none 1=odd Z=even)
8
0 (0= 1bit 1= 1, Shits 2= 2bits)
38400
:13
ON: NI PCI-5105 inibakzed
sysfmonitoring159.93.126.118 Uptime: 2014-03-14 10:47:00
sysfmonitoring159.93. 126.123 - 9:46
sysfmonitoring/159.93. 126,232 . 102
sys/fmonitoring 159,93, 126,121 - : 54
5 159.93.126.351 |, Uptime: 2014-06-09 18:45:45
ON: PXI-6733 initiakred
O NI PXle-5122 initialized
Device disconnected from USE
Could to device server /‘ﬁl

NEC’2015

. % | & 1i8bithigh

Monitoring

. % | [p http:ff..29%pdf X || Hosas srnama B ch

| € | @ tangowin L jin.ru:8080/Monitoring/ [ | ‘Q fastest adc

|8l Yacto nocewaensie (@) Havansras crpamiua ) Nera Hosoctedi 1Y) Tips and tricks - LabVI... % Waxmarias GubnioT... # DDS revepatop crk.. || Online CRC Calaulation

=10l x|

Strd & & 4 OO ©=

MOHWTOPWHI Tango-yCcTPOMCTE CMCTEMbI ynpasneHsa HyKnoTpoHa

Name Status State
sys/dbstorageds/dbsds1 DB connention succeed. Device is fully operational. ON
extraction/dagmxaisoftretrig/septum? ON: USB-6259 (BNC) initialized ON
extraction/dagmxao/septum1 ON: USB-6259 (BNC) initialized ON
extraction/dagmxdi/septum1 ON: USB-6259 (BNC) initialized ON
extraction/dagmxdo/septum1 ON: USB-6259 (BNC) initialized ON
extraction/dagmxpulseout/septum? | ON: USB-6259 (BNC) initialized ON
extraction/pcif101/intensity_stop ON: PCI-6601 initialized ON
extraction/pcif101/profilometers_sta ON: PCI-6601 initialized ON
extraction/server/septum1 Septumis ON ON
extraction/server/slow1 ON: USB-6259 (BNC) initialized ON
extraction/usb6259ds/slow1 USB-6259 (BNC) initialized ON
extraction/interpolation/adc_septum | The device is in ON state. ON
extraction/interpolation/dac_septum = The device is in ON state. ON

sys/monitoring/159.93.126.118 CPU Load: 4.25, Memory: 31.6, Disk: 24.0, Uptime: 2015-01-30 12:26:25 ON
sys/monitoring/159.93.126.123 CPU Load: 59.17, Memory: 38.5, Disk: 74.5, Uptime: 2015-02-01 12:57:54 ON
sys/monitoring/159.93.126.232 CPU Load: 36.47, Memory: 52.8, Disk: 45.2, Uptime: 2015-01-26 15:58:15 ON
sys/monitoring/159.93.126.121 CPU Load: 28.62, Memory: 449, Disk: 66.9, Uptime: 2015-02-01 14:32:32 ON
sys/monitoring/159.93.126.251 CPU Load: 23.46, Memory: 74.1, Disk: 39.9, Uptime: 2015-02-01 13:38:38 ON
CTssmontorngnugm

qgmeter/dagmxpulseout/1 ON: PXI-6733 initialized ON
gmeter/niscopeds/bpm UNKNOWN UNKNOWN
gmeter/nivisa/fungen1 Device is OFF OFF
gmeter/nivisa/rfamp1 Device is OFF OFF
qgmetertegam4040/1 Tegam4040 is ON ON
gmeter/tune/fft Device is OFF OFF

NOB3 OWAN, Nybua, 2014

Evgeny Gorbacheyv, JINR




Service layer: Monitoring Proxmox

Zabbix — open-source distributed monitoring software. CPU, RAM, disk space, network traffic,
disk I/0 and many other items. Alerts and notifications are sent via e-mail to cluster admins.

Maps | NicaControls service layer =] Minimum severity | Not dassified (default

NETWORK MAPS

caControls service layer

MicaControls service layer

ZABBIX S

REE =)
CEPH storage: 4.91 TE free

I i E:E £ ] IEE

NFS backup storage: 467.82 GB free CEPH storage: 4.91 TE free CEPH storage: 4.91 TE free

nuclotango tangodewvel tangoappsl tangodbl tangodb2 Zabbix server hdb tangodb-proxy
Load: 0 Load: 0.04 Load: 0 Load: 0 Load: 0 Load: 0.03 Load: 0 Load: 0

IOwait: 0 % IOwait: 0 % IOwait: 0 % IOwait: 0 % |Owait: 0 % 1Owait: 0.74 % |10wait: 0 % IOwait: 0.0083 %

oK / OK oK oK oK Y, 1 Problem 1 Problem / OK

] \
/

tangowinl \
Load: 0.02 \
1Owait: *UNKNOWNE |
oK N

- AEG PROTECT.PRO 3000 o — APC SMART-UPS 1500
Status: On line (mains is present) (1) ‘ ‘ Status: On line imains is present) (1 ‘
i Battery charge: 100 %
Proxmox pve3 Proxmox pved
Load: 0

Battery charge: 100 % .
Load: 17 % Proxmox pvel.
s " Load: 0.0075
|Owait: 0.0031 %
oK

Proxmox pvel
Load: 0.0096 Load: 0.0096
|Owait: 0.0077 % Owait: 0.0014 % Owait: 0.0031 %
OK OK 0K

Network switch: public network

Evgeny Gorbachey, JINR

NEC’2015




Service layer: Monitoring CEPH

SCREENS

CEPH-cluster Screens

Proxmox pve2: Ceph cluster storage (1h) Proxmox pve2: Ceph Load (1h)

6 TB 200 MB/s T 409.6 op/s

150 MBYs el e : S o AT S 307.2 opfs
4TB ;

100 MB/s Sdi B U . V|- 204.8 opfs

2 TB 50 MB/s R oAk p J S 7B - . N R Ty 102.4 opfs

0 Bfs 0 opfs
0B O R = e e T ==
T $9EEA535338523335258358558388339¢% R R R R R LR R R R
R R = i B R B i R i i I R S R I S IR SRS IS I & P
(=] o
3 3 t 4
u u .
o o last min avg e
last mir avg IEN M Ceph Write Speed  [avg] 1.26 MB/s 6.53KB/s 108.4 MB/s 186 MB/s
[ Ceph rados total space [min] 5.45TB 545TB 545TB 5457TB B Ceph Read Speed  [avq] 0B/s 0B/s 10.49KB/s 939KB/s
M Ceph rados used space  [max] 1.36TBE 64892 GE 1.04TE 1.35TE M Ceph Operation [avg] 68 op/s Oopfs 100.2opf/s 223 op/s
Proxmox pveZ: OSDs (1h) Proxmox pve2: PGS (1h)
100 % BOD Frovmmrrrrres sy T T T R
400
50 %
200
0 % 4 : > 04 . . : - —
8980388533823 93223038830 388839 5 $353358:22838823283 2283333488383 3883%¢%
S AEER AR E 50 A R A M oM om oM onon R M oM R R R M o R e LT T T e S S S
™ o~ ™~ ™ o ™
(=] o o o
(=] (=] (=] (=]
i i i i
o~ o o~ o~
last min avg max last  min avg max
H Ceph 0SD up % [avg]l 100 % 70% 99.24% 100% M Ceph PG active [avg] 512 512 512 512
W Ceph 05D in % [avg] 100% 100% 100% 100% [ Ceph PG clean [awg] 512 183 504,49 512
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Service layer: Access control

JNL=TEY
File Action help
Access control and security are vital to e S
safely run a distributed control system. “ull Access to 159.93.126.116:10000 e
* Network configuration. > gip All Users
. . . . o 1akorpus
* Firewall configuration to provide o & S05korpus
access for certain IP range. g Hohesetor
go apps
* Private sub networks. > @ tango clients |
o . L's vacuum
* Client-side access control > & 1korpus
. Admi
 Tango  provides  AccessControl | @200
. . ? gorbe
service allowing access to P MowetAdesses
commands and write access to S oo i et B
. % 159.93.50.201 (=e50-201)
attributes based on user+IP checks. | WIS (e
Access to other devices is read-only. @ Gocmves oo
. . . @ dserver/dmm/*
* Security checks on client side S
® Not ﬂeXible, EASY TO PASS 2i:::Eijifnunjg:i:nserver—dsfdnmikl
@ dserver/modbus/rtul
* ] daerver;nmdbus::t.cpl
@ dserver/nidagmx-ds/hvcontroll
@ dserver/niscope-ds/domikl |
@ dserver/niscope-ds/ql -
Devices: @ Read/Write @ Read Only
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Service layer: Access control

We developed additional server-side authorization system using custom
TANGO authorization server.

1) Session request  3) Open temporary
User/Password session

Session

I User/IP/PID/time

TANGO client

2) Authentication
pam_mysqgl.so

4) Exec 9) OK or )
cmd 5 exception Authorization DB
q4 © TANGO-server ~ NicaControls
6/

6) Check session for IP/PID,
access rights for User

5) Access request:
Dev, cmd, IP, PID (5)

TANGO

device 8) Response: 7) Write to log

true/false User/IP/PID/Dev/Cmd
/date

1 DB Log

auth->CheckAccess(“command");
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Service layer: Access control

* Flexible access tuning using mysql regexps:

device_name username ip priority
training/authtest/1/On | tangotest 159\\.93\\.126\\.12 10
training/authtest/1/On | tangotest 159\\.93\\.126\\..* 10
training/authtest/1/.* | tangotest 159\\.93\\.126\\..* 10
training/authtest/.*/.* | tangotest 159\\.93\\.126\\..* 10
training/authtest/1/.* 159\\.93\\.126\\.12 10
training/authtest/1/.* 159\\.93\\.126\\..* 10

* Operator-expert restrictions:

device_name username ip priority
training/authtest/1/.* 159\\.93\.126\\.12 10
training/authtest/1/On | tangotest 159\\.93\.126\\.12 0
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NicaControls database

NICA complex:
LU-20
HILAC
Booster
Nuclotron

Collider ring 1,2 Il

lon sources
Beam transfer lines

O O O O O O O

Global systems:

O Cryogenics

O Synchronization and timing
O Safety

Subsystems:

O 0O O O O O O o 0O o O O

Injection

Magnetic field cycle
Magnetic field correction
RF

Vacuum
Thermometry

Beam diagnostics
Beam loss monitoring
Quench protection
Electron cooling
Stochastic cooling
Extraction

NEC'2015 Evgeny Gorbachev, JINR




NicaControls database

subsystem | facility | person
=Plid 1 =S id 4 =5l id rd
name : name first_name
deies L facility Fa comment. last_name
B> = O person A J phone
*Mlid rd comment email
£ subsystem |~ =1 login i
£ container |4 —L% * | password
[& computer Fa s ——,
serial_num | .. BC» =
- e 1 4
Ol type [~ id i PO netswitch
address hostname
B . i i =P (
comment 7 T information = Plid P
2 location & 2 type — * | serial_num e
O status # =7 id ] ) container Fa comment .
- 2 location = 2 netswitch Fa Ditype =
2 type # Olos Fa £ manufacturer | #
£ manufacturer B ip_address : ports_number ¥
e power_requirements power_requirements netwaork x
l serial_num mac_address £ status #
=~ id rd £ status # comment
P device Fa comment £ subsystem Fa
P ‘_r_l.rpe _ # ) £ status # ?O—b- -
information ; |
comment ; w=id "
address : oS -
ip_address 5 comment
mac_address

. o O
% tangodevice tangoserver tangoclass

=2 id # =2 id B =2 id e

“50+ name name = name
=P id = A 2O tango_server [ A instance .. : svn
) interface_a ” £ device Fa 0 class1 A documentation
O\ interface_b = =~id rd 2 status = Piclassz | A jenkins

chan_a name comment Dlclass3 A bug_report

chan_b . information Dl class4 A O developer Fa
O connector_a  |# comment Piclasss A £ status #
O connector_b = 2 type = £ computer”
DO type = path
2 manufacturer |# P\ status | #
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NicaControls database

MICA Control System EquipmentD...

=15

Data ba Se W E B_ m a n age r Writte n | € @ tangodevel jinr.ru/NicaCantrols indes. it ¢ |[B- ceoge leBa 3+ & O 6-|=

on Java (JSF, JPA, PrimeFaces): B

. . Nica Controls e
¢ Tre e view tO d IS p I ay NICA Control System Equipment

subsystems hierarchy. Datanase

* Plain tables output. Sorting,
filtration, navigation between
tables are provided. " uciron necton

¥ nu-inj-usb6259-001
inflector/dagmxai/hvcontrol1
inflector/dagmxao/hvcontrold
inflector/ushb6259ds/hvcontrold
} nu-ini-ush&250-002

Hello, egorbe! Exit

‘ # Home Tables ~ ‘

| Welcome |

Nica Controls itz

NICA Control System Equipment Database

Hello, egorbe! Exit

‘ # Home Tables ‘

List bevice | Back | Subsystem: |Select ane._. | = ‘ ﬁ ‘
1d ¢ | Serial Num ¢ Device Type & ﬁ Subsystem = Container ¢ Location = Computer & Status ¢ Commel
[ | | | e || | | | | |
12 nu-extr 6 TangoService - software 2- Nuclotron extraction - OK Nuclotrol
9 nu-extr-usb6259-001 | 1: Acquisition board - USB-6259BNC | Dev1 | 2: Nuclotron extraction 2: rack19-002 b2 1. r- Domik 4: esseptum - 159.93.126.123 OK
10 nu-extr-ush6259-002 | 1: Acquisition board - USB-6259BNC | Dev1 | 2 Nuclotron extraction 3. rack19-003 bl 2. r MynbT cMHXpodasaTpora 5. slowextr - 159.93.126.251 OK
17 nu-extr-pci6703-001 | 9: Acquisition board - pci-6703 Dev2 | 2: Nuclotron extraction 3: rack19-003 b 2. r: MynbT cuHxpodasatpoHa | 5: slowextr - 159.93.126.251 UNUSED | to be ren
11 nu-extr-pcie601-001 7: Acquisition board - pci-6601 Dev3 | 2: Nuclotron extraction 3 rack19-003 b 2. r MyneT cuHXpodasaTpoHa 5 slowextr - 159.93.126.251 OK
+ Create

NEC’2015 Evgeny Gorbachey, JINR




Tango development services

Linux and Windows development virtual
machines with:

* All necessary build tools, TANGO libraries
* LabVIEW 2013-2015 with TANGO bindings
* LabVIEW FPGA module

* LabVIEW Real Time module

* MS VisualStudio 2005-2012 with TANGO

libraries
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Tango development services

Version control: Subversion - open source version control system.
Allows to store and access the source of all control system applications, including servers
and CIientS- “) WebSVN - Xpannnnma Subversion - Mozilla Firefox =1of x|

@aiin Mpaeka Bug  XKypHan 3aknagkm  MHCTpyMeHThl  CnpaBka

| E WebSVN - XpaHunuwa Subversion

‘(- @ 159.93.126.118/svn/ a ‘ |- Google /0‘ 3 @

@ YacTo nocewastbie w HadansHaa cTpaHuua (3 MenTa HosocTel H Tips and tricks - LabVI... % LWaxmaTHan BubnMoT... ® DDS reHepaTop cATH...

Continuous Integration: Jenkins to yrres T — g
automatically build Windows and Linux C++ PR e

to tell your visitors what they find in @ DAQmXAD hepampaty San b 1apeg

and La bVIEW applications. The build initiated your repositories. 3 DAQmxPulseOut Pefakuva 1 144 014 tango ;Igllﬂ

LU IATIEIRN ©) Dashboard [Jenkins] - Mozilla Firefox

information @afin  Mpasxa Bun  Kypean 3acnagxn  MWcTpymenTsl  Chpaska

by project source code change in SVN. e

subversion.

‘(- @ 150.93.126. 118 /jenkins/ e ‘ |v Google » ‘ 4+ &
|8 Yacro noceuwzemsie @) HauanoHas crpasmia 5 Nerra Hosocten L] Tips and tricks - LabVl . % Waxmatran Subnuor.. @ DDS revepaTop ot »
Jenkins ENABLE AUTO REFRESH d
& New Job il [Gfacd &
Documentation: wiki to make software & e s W teme T o i
# Build History - a
. . = i ol 9 i 7 mo 7 days - 28 8 mo 10 days - £6 1.3 sec |
documentation available for all users. It S @ PT— = |
. . . . . . . T Y 5 5z 7
provides service description, individual | | @ S trinsors |
= 0 client 9 mo 2 days - £6 N/A 1 min 18 sec i
. . Build Executor Status = 1
devices docs links to source and executable. S R——— ==
: :::: 0 13 days - #1 N/A 2 min 24 sec 1
e o | i e B Ze |
0 Modbus 9 mo 3 days - £4 N/A 5.2 sec ]
0 NIScope-ds 9 mo 3 day: 2l N/A 25 sec 1_
O 4 '_‘-_f- PSMbus-ds 7mo 27 days - £12 7 mo 28 days - £10 23 sec i
Q SeptumbDs 13 days - #£1 N/A 47 gec
Q /4 Serialline 1 mo 26 days - £15 1 mo 26 days - £14 14 sec |
| Q SlowExtrServer-de 7 mo 7 days - 25 N/A 35 sle: _FI
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Nuclotron CS development

* Injection control and diagnostics

Injection Profiles

(1] Nuclotron injection - INFLECTOR MAGNET, INFLECTOR PLATES control ™0

¥npasneHne WHXKEKLMEN

Caasb c Tango J Morous ‘

€ | |&a + & -
WHONEKTOPHBIF MATHWT CTATYC MOACUCTEM TANGO
Injected beam profiles in the transfer channel. TuTaHHE HHGIEKTOPHOTD MArHIT 'II M M 5
' CepBep YNpaEneHA HHXEKUMEl =]
x ¥ 3aura wHpnekIopHoro Markita | O | [ eser | Cepeep YNpaBneHna HCTOUHMKOM WM
— m .
H = . H Vismepennsili Tok UM (8) | 39 083 CepBep YNPAENEHHA MCTOUHNKOM KT =
WE=3288 WY=4l28 : 3aganHeiit Tok MM (A) ":E 39,000 e e
WH®NEKTOPHBIE MNAACTHUHEI BNOK 3ALEPEK
3 C | =87 s Cratyc BROKUPOEOK - oK 1[ reser |
-30 -1 o E:\;\;T\?ﬂ e -30 -15 0 BakyymHan Snokupoeka — Linkn (c) ':J; 8
OxnaxgeHne TapatpoHa UM 1=
JEeps NCTOUHNKE BhIC. HAnp. MM 1=
Hoan mparpora AN [ ON | (i) (Sdaduiin) || Moaposho: (7
WICTOUHNK BLICOKOTO HanprxeHua WM L&j L&J 3agepxka oTkA. VIBH 5‘3‘.25“ e | 280
3a/epiKKa BK1. THDATPOHA 1.0 wec 17,0
ERTIOHEE Sk IRbACKIOPHED Hiepit i) () -
’ —— 3ajep:kka oTKN. A0XKHra .—j‘ 0 c 150
V3amepenHoe BeicOKOe Hanprxenue (kB) J 0,96 e 3afepxka ek, FMIBH 9;0,5 "c ED..'D
) 3a/1aHHOE BHICOKOE HANPFAKEHNE (KB) .':Jz 1?80

=+ Circulat

X scale: Y scale:

IM current: 39.09 A IP voltage: 20.50 kV

General stats: CONNECTED

NEC'2015

Tango state:

Time: 06.02.2015 16:26:59

Tango status: Injection diagnostics server is ready

Amplitude

05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13 05/03/13

o i g
06:1212 06:12:32 06:12:52 06:13:12 06:13:32

Time

A

(05022013 6:13:13
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Nuclotron CS development

* Slow extraction control and diagnostics

[i=] Megnenniii suisog

[F=1EE] )

WHTerpaneHele npodiam | Mpodumn | ¥Npasnenue MCTOUHMKaMAN

Viresicusnocts. | Ceass c Tango | Yeramoskw |

Hv1

¥NpaeneHle BblCOKOEOETHBIMI MCTOUHHKAMM MOHWIBLMOHHEX KaMep:

0 02 04 06 0,8 1

12 14 16 15

2‘2_22_42_62_8 3

e 107 kB |-217

Mepnenn Bof ] I
WMHTerpansHee npodmnm TMpodunit ‘ WcTourkan | WHTeHaBHOCTE | CHHXDOHW3ELAA Cesse c Tango YcTaHoskM | Momowes
X

MpodwmnomeTtp
il

— —
Hv2 — —
I N AT IR kB 1,13  —] —
0 02 0406 08 1 1214 15 18 2 22 24 26 28 3 — —
bl , = =
D e [ B |-036 — —
002 040608 1 12 14 16 15 2 22 24 26 28 3 Y * — —
e = —
0020406081121416,522,22,42,62,834 — —
| I | I
— —
| E— | E—
J|¥npagns 3 I —
— Yrpasnerue cenTymon ‘ Coms cTangs | Camse cTango 2 | Mowows |
—
_
@ J 3NEKTPOCTATMUECKWI CENTYM CTATYC NOJACUCTEM TANGO
=2 Il
Cepsep ynpasneHua cenTymom |
73 VHTErpanbHble npodini |I'\pc¢w1nw ‘ WcTounmin MHTermBHOCTE CMHXPOHW3ELMA | Censb c Tango | YcTaHoskmM | Momows CraTyc 6nokipoBoKk - T D E O |
BakyymHas 6nokuposka 3C o peep s
o Cepsep aHaNorosoro BB0fa
nm Brnioueue 3C OH (Ferowounrs | FesnciroumTe]
Cepeep QOPMMPOBaHIMA UMNYbCE |
] Cratyc 2C a
= OCTh Cepsep UndpoBoro BbiBOLa |
-2.31 Yo= |6.83 Cepsep UMppoBoro BB |
@ 4481
15.04 wy= 20,04 6 AnMTeneHOCTL MMAynbca 3C (MC) G 2900 . =
z NAPAMETPBI N3MEPEHNN
IepKKa uMnyibca 3C (MC) - 3000
L NHK-2 po15 5[ Fa Eeas & ®9 o5 = INHTENEHOCTL OKHA e ol
1 = yo |25.15 3anaHHOe BbICOKOE HanpsxeHme (KB) i,; 145.00 W3MepeHuii () &
Vamepenue aMnuTysl 1 1300
27.45 WY= |66.29 = 3 ,
OTHOCHTENBHO Hadana
W3MepeHHoe BbICOKDe HanpaxeHue (KB . _
S S SRR i oo el mvsea (ue) | B
i mo @ 1032015105302 re——
0.02 Y0= |-2.26
47.09 Wy= |55.02
MHK-4 ol
1] Yo= |0 4
8
o wy= 0 b=
: H
Seale "L 1
0.1 “
-50 25 0 25 50
mm
MuTeHcMBHOCT b Cymma Linkn
5.16E+6 0.00E+0 0 Cuer
@ 15:38:18 11.03.2015 | Flecpen | Flesave [ saveas.. | rause | stor | 7 cepeepscem
] 11.03.2015 10:53:22 EXIT. |
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Nuclotron CS development

Wamepennn X | Msmeperms 2 ‘ FlexRI1O | Youmrens B4 ‘ Tegam4040 | Ces3b ¢ Tango | Momows ‘

Betatron tune measurement

Meter (FPGA Beponn) - msmepenne 4act ot bi GeTar pontbix KoneBarmi

Amplitude

[>  3anyec IJ Bpema W3MEpEeHUA: | 05:51:37.509

,|\'I||'\-‘r ‘fl,"wlk i

qo:| 0241

,"ullw VM ﬁ| HN"\WL‘\I"I |"'n| i" “IM" JF" ‘\I" lh‘l"\ r."H w Wi WH“\H \\J'ﬂ" J|J‘ﬂ\\'f.|w‘iﬂ|"|§

ﬂme

0.241 q1-qo= 0.000

ql: Dpeitm 177/1464

s u.u"h‘.lr'-'-""'\"# '-J'W’\""'""w ﬂﬁ\ M "1"-"'I“r‘ﬂf'h'hW"'\ I

=1
CKAHWPOBAHWE
Z HipkHAs YacToTa: | 140k ru

Amplitude

hi |.|||‘\l|

\I

) 180k oy
) 2.00 o

BepxHas YacToTa:

Time:

e s L

'
0.25
Normalized Frequency

Cursors: X Y s [NUT. CKAHUPOBAHMA: -
LT, M3MEPEHMIA: ,j! 015 <[
Ha4ano craHmpoBaHma: - 0.000
Y AMANMTY A BY: '-j 600 ¥
[ é; ) CKaH1poBaTh Z t‘ MprHATE.
‘ BY: BKITHD b BBIUTHD b " | ‘
W3MEPEHWA
Kon-Bo Touek BM@: 1024
HIDKHAR HOpM. YacToTa: 0.000
BepxHss HOPM. YacToTa: J} 0.500
Yeunerve PU: -/ 400

Wcnonez0BaTh Kak:

AMM. geTeKTOp:

o Mt

Beero Haiifeno: |1

Cursors: X Y

- B FFTO

-5E+5

—BE+2

-9E+1

OTo6paxcermne Nnockocte X ¥

Mnockocts Z W

FFT X norapudmudeckn I
FFT Y norapuédmuueckn

ObOPYOOBAHWE
Yeunurens BY: - ON
FPGA mMogyne: | ON
Tegam4040-1: = ON
Tegam4040-2: = | oN
Lindp. BeiBOA: = ON
AHanor. BwBOA: . | ON

09.03.2015 5:53:54

L e |
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NICA CS components prototypes

* Booster thermo diagnostics — 80 channels PXle based
RTD measurements.

* Booster magnetic cycle control — FlexRIO + custom IO
modules.

* Booster RF —integration of third-party CS.

* Booster vacuum — integration of third-party Zenon
SCADA control.

* NICA injection/extraction control — CompactRIO +
custom 10 modules.
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Conclusions

Distributed, scalable control system infrastructure
based on Tango has been developed to provide
fast development, deployment and safe
execution: code generation, TANGO drivers for NI
equipment, deployment on dedicated VM in HA
cluster, various developers tools and libraries,
server-based access control, hardware and
software monitoring, data archiving, equipment
and software database.

NEC’2015 Evgeny Gorbachey, JINR 46




Future plans

* Migration to 10GbE network switch for CEPH

* Tango ver. 9:
— Attributes forwarding
— Complex structures attributes

* HDB++:
— Event based archiving system

* Proxmox VE ver. 4:
— LXC containers on local storage and NFS, CEPH RBD storage

* Continue development of Nuclotron, HILAC, Booster
and collider diagnostics and control.
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Thank you for your attention!

Superconducting accelerator complex NICA
(Nuclotron based lon Collider fAcility)

Fixed target experiments
area (b.205)

Extracted beams from

Nuclotron

Spin Physics
Detector (SPD)

HV

KRION-6T
and HiLac
(3.5 MeV/u)

Booster (3-660 MeV/u)
inside Synchrophasotron
yoke

Multi-Purpose

SPP and Detector (MPD)

LU-20

(S MeV/u) Nuclotron

0,6-4,5 GeV/u
Cryogenics
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