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To ensure secure access to resources of distributed computing systems (DCS) [1] with the account of rights
of a given user and the service/resource policy, a security infrastructure is needed, which should be enough
reliable and on the other hand not create significant difficulties for users. In the work [2], a method of user
authentication, which is based on a login/password pair together with a session-restricted key was suggested.
This approach provides a substantial simplification of both the registration of new users in the system and
their operation in DCS, compared with the commonly used in DCS public key infrastructure (PKI) with the
use of proxy certificates. However, a vulnerability area of both the PKI, and the solution proposed in [2], is
the need of operation of a fail-proof and tamper-resistant central server in the security infrastructure. In the
case of the infrastructure suggested in [2] this is the authentication/authorization server and in the case of
PKI this is the server of proxy certificates renovation.

In this work, we investigate the possibility of abandoning the special dedicated servers in the DCS security
infrastructure and the use instead of them a distributed database on the basis of the blockchain technology [3],
the paradigm of smart contracts [4] and Ethereum protocol [5,6]. Since in this case the database of the security
infrastructure is distributed across all the nodes in the system, this approach will increase the resiliency and
security of DCS.
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