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In many countries, the damage from theft of electricity annually is estimated at billions of dollars. Despite the
fact that modern electricity metering devices have advanced protection against tampering, their implementa-
tion in United States and European Union has shown that these devices do not solve the problem of electricity
thefts. There is still no standard of secure transmission and data exchange via communication channels within
the network. The aim of this study is to describe current vulnerabilities and scenarios of unauthorized disclo-
sure and modification of metered electricity consumption in smart grids, taking into account most advanced
security systems.

Bo MHOTHX CcTpaHax Kpaska 3JIEKTPOSHEePIMI €KeT0JHO OLIeHIBAETCs B MILLIMAPABI HoiutapoB. HecmoTps Ha
TO, UTO COBpeMeHHbIe IPUOOPHI yUeTa 3IeKTPOIHEPI I COfepKaT 60Jiee COBPEMEHHYIO 3aIlUTY OT BCKPBITHS

U MEXaHIYEeCKOT0 BO3IeICTBI, 10 onbITy BHenpeHus B CIIIA 1 cTpaHax eBpOIENICKOTro CO03a, 3T yCTPOIICTBA
He pelIaloT IpobiieMy XUIleHnit sHepruu. [{o cux Imop He BBIPaOOTAaHO OOIIIero craHAapTa 6e30IacHOCTI
Imepemaun 1 o6MeHa JaHHBIMIL IT0 KaHAJIaM CB3) BHYTpM ceTH. Llespio JaHHOTO MCCIIeJOBAHIIS SBIIAETCS
OIMCaHMe aKTyaJbHBIX YS3BMMOCTEI U CIlieHapyeB HeCaHKIMOHMPOBAHHOTO PACKPHITU M MoauduKkanmsa
uHOPMAIM 06 MCIIOIb30BAHMI JMEKTPOIHEPTIH B YMHBIX CETAX, C yUeTOM MCIIONb30BaHMA B HIX Haubolee
COBpPEMEHHBIX CUCTEM 3aIIUTHI.
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